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SSL VPN-Plus — Components

e SSL VPN-Plus Gateway

e Installs on any x86 based hardware, on Linux platform

e SSL VPN-Plus Management Console

e Java based console to manage SSL VPN-Plus gateway

e SSL VPN-Plus Access Terminals

e Web Access Terminal (Clientless SSL VPN) for web-based
application access through browser

e Quick Access Terminal Client for any TCP client-server and
web-based application access without installing any client on
user machine

e Private Hyper Access Terminal Client ( Full Access Client), an
IPSec replacement client for full, simple and transparent
network connectivity with complete access control
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Prerequisites: Software

e Management Console
e Require JRE 1.4.2 or above on administrator’'s PC

e Access Terminals
e WAT: IE 5.0 & above, Firefox, NetScape
e QAT: Windows 2000 family & Windows XP family
e PHAT: Windows 2000 family & Windows XP family, Red Hat
9.0, Red Hat EL 3, Knoppix, Debian, MAC OSX 10.4
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Access Management Console

e Open URL: https://<WAN side IP address of

gateway machine>/sslvpn-plus/nmc/
e Example: https://vpn.corporate.net/sslvpn-plus/nmc/

e Default WAN IP address is the WAN IP address of ethO port
which is 192.168.10.230

e https://192.168.10.230/sslvpn-plus/nmc
E Internet Explorer cannot display the webpage - Windows Internet Explorer
wz] |gi htips: /{132, 168, 10, 230 sslvpr-plus/nmd|
E delicio.us - f_'.F_.I_fiG_'

‘I{? P | g Internet Explorer cannot display the webpage [ |
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Access Management Console..contd

e Management Console login:
e Default power-user credentials: admin/admin

9P SSL VPN-Plus Management Console __TE|:|
Action  Help
L VPN-Plus— 2 Refrash S S e - »
SS uscnnmre BLog\n Dr_ ash ._a._ “ Change Password 7 Exit # Help
SSL VPN-Plus Management Console Login m

EEEEEEEEEEEEEEEE

SSL VPN - Plus™ .
The Third Generati

User Name I |
Passwar: d | |
Gateway [ |
Log ][ Cancel
=
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Access SSL VPN-Plus Portal

e Open URL: https://<WAN side IP address of

gateway machine>/sslvpn-plus/
e Example: https://192.168.10.230/sslvpn-plus/

(f_ SSL. VPN-Plus™ - Windows Internet Explorer E”E”‘E
@@r hd |§, https:/fhea.nenaccel.com/sslvon-plus, v | @ Certificate Error |‘f .X. ||_i\-e Search |ﬂ :'

— = = »
W ok [gi SEL VPN-Plus™ l ] fa - B - & - [Zheage v & Took v

SSL VPN-Plus™

NeoAccel Inc
EEEEEEEEEEEEEE

Login here to enter th twork
me [ ]
PPPPPP d | | I Login || l Show Virtual Keyboard
Conti Login
"End Security’ d
u ingle Si

Applet agent started g Local infranet H100% <
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Access SSL VPN-Plus Portal...contd

('—' SSL VPN-Plus™ - Windows Internet Explorer,
G@r - |g, https:/fdemao necaccel. netfeshpor v | Il Cartificate Error |"? X |I_|ve Search
]_] & - i - [ Page v (0F Tooks -

SSL VPN-Plus™ Logout

e User portal

(28

W [g, SEL YPN-Flus™

NEOACCEL P
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[ Full Access | Tools |

&

Home

Accaess Mode: WAT (Web Access Terminal)

Access web-based corporate network applications.

WebMail Exchange Web Mail
SharePoint Main Company SharePoint site
Word Citrix Published Word

Excel Citrix Published Excel

Access Client-Server baszed thin applications.

Generic SSH =ecure access to any private S5H machine
Generic RDP =ecure access to any private RDP machine
Generic VNC secure access to any private WNC machine

Personal RDP

Personal VNC

Windows File Share

Access shared files and folders.

Company Share Company shared folder

Demo Shared Folder This is a shared folder on a back-end Windows Server.

Capyright £ 2004-7 NeaAccel, Inc, All rights reserved,

Anplet agent started g Local intranet oo v
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Access User Portal...contd

& ¥ SSL YPN-Plus¥ dows Internet Explorer - EE)&)

6’; - |j s/ fdemo.nenaccel netfs b @ Certificate Error |4 Live Search P|"
= 'm . »
W [g, C WPN-Plus™ y ] - B o - |kPage * &F Tools -

MeoAccel Inc

NEDA DEL Welcome yadav
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Home

[Limited Access]
| Full Access [To0ls { |

Access Mode: WAT [Web Access Terminal)

Web Application
Access web-based corporate network applications.

SSL VPN-Plus
WebMail Exchange Web Mail Portal Mode and
SharePoint Main Company SharePoint site available access
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I cdhss

all applicdtions

Configuration

W
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Configuration lIdeology

“Who” can access “What” and “How”

e For each group of users, define what all corporate
network resources they can access and configure
the method of access for users
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Basic Steps

e Create resources
e Define all your corporate application servers and network
resources you want to make accessible to users

e Create ACLS

e Define Access Control Policies to setup fine grain control

e Do Association
e Associate the resources and ACLS to a group and the access
modes

e Define your users or authentication method
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Step 1: Create Resources

Why to create Resource?

To configure SSL VPN-Plus access terminals.
Each group sees different resources

Two type of resources

Portal Resources

e Web based application, services or resources user can access
from SSL VPN-Plus web portal

e Network Extension Resources

e Client-Server based applications, services, resources user can
access using QAT or PHAT.
e Security policy settings for user endpoint machines
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Step 1: Create Resources...contd.

SSL WPN-Plus

Llsers{Groups

Authaorization

[etmre Catenais

La

Portal

&

Resources

. S

Layout

V

Colors
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Display Mame Resource Type Details
Support Intranet Weh Application http: ffsupport/
Exchange [OwWa) wWeb application http: ffexchangesry fexchange
Genetic Telnet Application AMNY (23
Generic S5H Application ANY 22
Genetic WHNC application ANY /5200
Genetic RDP Application ANY /3389
My fileshares File Sharing V192, 168.30.107
192,168.10.5 File Sharing 192,168.10.5
192,168,10,97 File Sharing W192,168.10.97
192.165.10,32 File Sharing 1102 168.10.72
192,168.10.123 File Sharing “192,168.10.1232
Add Miodify Remowe
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Step 1: Create Resources...contd.

Network Extension Resources

System

S5L WPM-Plus

sers Groups

Metwiork Extension

Cyharnic IP Address

Frivate Metwork

‘9

Client Configuration

Installation Package

© 2008 NeoAccel, Inc.

Dynamic IP Address Configuration - |

Marme IP &ddress Range MNetrmask
1.0 192.168.1.63 - 192,168, 1.64 295,255,258

Endpoint security and SSL VPN-

Plus client’s configuration settings.
Enable endpoint cache control and
data control from this screen. These
are application to WAT, PHAT and
QAT

+»> NEOACCEL
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Step 2: Create ACLs

Access Control List

e Why ACLS?
e Controlling access to each resource
e Fine grained time based and source based control for each
resources
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Step 2: Create ACLs...contd.

Create ACLS

System

List of Access Control Policies

|

SSL WPMN-Plus

Falicy Marme Destination IP Destination Port Protocal Action
Authorization allow-ROP-5 192.168,10.3 - 19,,, 3385 - 33380 TP ACCEPT
Ml -citriz 192,168.10,110 f 32 ANY TP DEMY
ﬁ ery-all ANY ANY AMNY DEMY
Accecs Contral dlow-exchange  192,168.10.174 f 32 110 - 110 TP ACCEPT
o dery-ping AN AMY IChpP DEMNY

Etidpoint Security

Zones

Default access control policy is

ALLOW ALL

$» NEODACCEL
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Step 3: Associate to group

Associate (Apply) to group

Assign a subset of portal resources, network extension resources and
ACLs to facilitate members of this group to start accessing the corporate
services.

e What does that means
e Associating “Resources” means users will be able to see the
resources on portal or tunnel traffic for the network
extension resources
e Associating “ACLs” means, users will have access limited to
what ACLs are assigned to the group, irrespective of
associated resources.
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Step 3: Associate to group...contd.

Group Definition screen

List of Groups

Group Lsers

elCous Group Mame Group Policy
ﬁ default_group demo
Dealers dery-all, dery-ping, allovwe-citrix ko, anurag
Groups Sales deny-all, alaw-citriz, dlow-exchange mike,peter

admin-group dery-al, dery-ping, alovwe-ROP-5, allow-citrix, ... tommy, prasad

Auth Servers

A default group “default_group” is

always present.

$» NEDACCEL
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Step 3: Associate to group...contd.

.
Group Access Policies

Group Name | accounts

| General | portal | Network Extension

=Group Access Policies

Policy Marne Priatity W] add
Al -ROP-5 : Ef“’h}
allowe-exchange : A% Rem
dery-all ' B
Add Policies X
Please select policies from the list below.
=8l
allow-exchange
allowwe-citrie
Lyalable Policies a"DW'P‘DP'S
dery-ping
dery-al
[ Add l l Cancel
=
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Step 3: Associate to group...contd.

Assoclate Portal Resources

Configure portal for group members

Group Access Policies

Group Name | accounts |

| General | Portal | Network Extension |

~Portal Customization
Enahle Public URL access

Wb Applications List

SE':IECt. ! DlSDlay N_ame
Support Intranet
L Exchange (OWa)

Applications List

Select | Display Mame
F Generic Telnet
F] Generic S5H
2] Generic WNC
Generic ROP

File Sharing List

Select | Display M .
BT s et Make sure that you associate
0 192168105 appropriate access control

| 192,163.10.97 .-

N _ policies for these resources. See
00 19216810123 previous slide (ACL Tab).

PHAT client: installation package list

Select | Profile Mame
™ NeoAccel Remate Access _ jj',» NEOACCEL

SECURE EVERYTHING
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Step 3: Associate to group...contd.

Assocliate Network Extension Resources

Configure PHAT and QAT clients Select this option to enable
Hybrid SSL VPN-Plus portal;

EEIRTTD | 2 | remote users will be able to
| Access Control Policy | Portal Resources || Network Extension | Endpoint Security | access web and client-server

-add Network Extension applications without any extra
[] start Metwork Extension client on portal logon Step'

Quick Access Terminal(QAT) dient - only TCP Application
Private Hyper Access Transport(PHAT ) client - Full Access

[ Show Quick Access Terminal cient access LRL

Client Configuration MName | Select - Ill

Tunnel Mode |Sp|it Ill Exclude lacal subnets

Default Gateway | . . . |

Private Metwaork List

ICom Marne Metwork Priority dd
Enable  [»]192.168.13.10 192.168.13. 1032

Remove

II

Dynamic IP Address Configuration List

MName IP &ddress Range Priority Add U
13.10 192,168.13.11 - 192.168.13.12/24 l_——]
[pe]
=
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Step 4: Define Authentication

Create or Define Authentication Methods

Tell SSL VPN-Plus gateway where your user database is present so that
it can authenticate the remote user

e What all options are available
e External authentication servers: RADIUS/AD/LDAP

e Local Database: Local flat file database maintained by SSL
VPN-Plus
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Step 4: Define Authentication...contd

Local Database User
Create a user from management console and specify the group to which

it belongs to

System

S5L WPM-Plus

LlsersGroups

82

Groups

Auth Servers

© 2008 NeoAccel, Inc.

List of Users

Llser Mame Llser Group

miket sales

misprasad sales

petery Dealer-ITS

johnlal — —— : )
paite SSL VPN-Plus User-Create X

=lIser-Create

Groups Available |marketir‘|g M
User Name vitor.norman |
e — |
[ bbbt |
Password ! |

| shshokteokatk ks k bk |
| —

Re-Type Password

[ Ok, ] [ Cancel ]

$» NEODACCEL
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Step 4: Define Authentication...contd

External Authentication Server

Add authentication servers if one already exists in your network

System

SSL WPM-Plus List of Servers

|lzersfEroups
! A Server Alias | Server Type

ﬂ employes-radius-server RADIUS

Groups

Auth Servers
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Step 4: Define Authentication...contd

Sample Authentication Service Settings

=Create Server

=Create Server

~Basic Configuration

~Basic Configuration

Server type |FL&DILJ5 M Server typne |’E*D H
Server dlias name | employves-radius-server | Server alias name | partner-ad-server |
Server IP address | w1 B T b | Servar [P address | mw .1 L3 L1 |
Server port | 1812 | Server port | 389 |
Server timeaut | 10 | . Server timeout | 10 | SEE

~ardvanced Configuration

~&dvanced Configuration

Server search base | CN=Users, DC=carparate, DC=lacal |
Server bind DR | CM=Administrator, CM=Users, D =corpc |
Retyvpe server secret | Aokt ok |
Server bind password | b |
MAS IP address | w1 .3 .8 |
Retype bind passwiord | b |
Retry count | 5 |
Login attribute narme | sAMAccountMane |
Ernable Group Extraction
Search fiter | objectClass=* |
Group attribute name | lass | _
Enable Group Extraction
Group attribute name | membercF |
Sub attribute name | CH |
>=
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Step 4: Define Authentication...contd

Assoclate Authentication method to server instance

Tell SSL VPN-Plus Gateway, which authentication method to use to authenticate incoming users

System [——
L - Modify Gateway
SSL YPH-Plus List of Gateways
& INarme Port Lptime Clients Connected Coneral| Authentication | advanced |
Gateways rmain 443 0 day 1 br 10 min 1] | General [ Advanced :
2 =Authentication Parameters
L. $
Active Clients Enable Authentication
L [l Prevent multiple logons wsing same username
License Authentication Servers
= Authentication Server Priority [ add |
|
Certificates locsryr 1
Admiristration
I Enable S5L Client Certificate Authentication
Users{Groups
Authorization Add Servers m
Metwark Extension Please select auth servers from the list below.
Portal A I modify || Remove ] Adld
T locsrvr
ermployee-radius-serer
Avalable Servers
i
2 A
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That’s All!

That's All

e Open SSL VPN-Plus portal from URL
https://gateway/sslvpn-plus/

e Authenticate using the credentials of local
database user or your external auth server

e Access available resources portal

e |f you need full network access, Install PHAT
client and log in using that.
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