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Chapter Nineteen (b): How to Teach your Pilot 
 

Summary of Chapter: 
 How to teach the Pilot Bayesian Ham and Spam Emails by using the Spam and 

Virus licences. 
 How to reclassify emails as Ham or Spam (19ba and 19bb) 
 The new Grey listing feature is explained briefly. 

What you need: 
 Knowledge of Admin user account and valid password for your Pilot. 
 Email account/s set-up on the Pilot. Please see Chapter 4 for more details. 
 A UTM PoP code. You can purchase this from the following address: 

http://www.equiinet.com/ordering/default.asp 
Software Revision Required:  

 Applicable to software revision 5.2.0 > NetPilots 
 

(NetPilot will be referred to as ‘Pilot’. All image examples are of a NetPilot.) 
 
 

 

Teaching the Pilot: 
 

Spam Threshold: 
 To access the Spam licence features, select from the left-hand side of the screen, ‘Email’ 

and then ‘Spam’. (All links are highlighted below). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 You will be presented with six links as shown above. These links are described in brief 
below: 
 

Grey listing:  Allows you to enable or disable the Grey listing feature. 
 

Reclassify Spam:  Reclassify any mail by using the mails MID number. 
 

Spam & Ham   View the total amount that the Pilot Bayesian system has learnt of Ham  
Learnt:   or Spam mails. 
 

Spam Assessment: Allows you to enable/disable Spam assessment. This is on as default. 
 

Spam Threshold: Allows you to change the threshold of suspected and discarded Spam. 
 

SpamCop:  Allows you to enable or disable the SpamCop. This is on as default. 
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 During the process of training your Pilot you will mainly use the following two links in the 
‘Spam’ section; ‘Spam Threshold’ to reset the Threshold and ‘Spam and ham learnt’ to see 
how many emails the Pilot has learnt as Ham or Spa m. Both screens are shown below:   

 

 These screens show the default settings of 
the Spam Threshold and the Bayesian system 
 
 
 

 When an email comes through the Pilot it will be given a score.  
 

 If the Pilot thinks the email to contain Spam characteristics the email will receive  a 
 high score i.e. 8. The more Spam characteristics the Pilot finds in an email the 
 higher the Pilot will score the email. 
 

 If the Pilot thinks the email contains none or very few Spam characteristics the 
 Pilot will treat the email as Ham by giving the email a low score i.e. 0 or even a 
 minus score. 
 

 When teaching the Pilot we recommend you to keep the ‘Discard Threshold’ at 9 and the 
‘Suspect Threshold’ at 1.  
 

 If you have an UTM Licence, you will have the fourth option of ‘Quarantine’ in the ‘If 
Spam is suspected’. We recommend you to change this setting to ‘Quarantine’. 
 

 So with the recommended settings, the following will happen: 
 
 
 

 Any emails that score over 9 will 
automatically be discarded. 
 

 Any emails that score over 1 but below 
9 or 9 itself will be ‘Quarantined’. 
 

 Any emails that score 1 or less will be 
delivered. 
 
 

 
Once the emails which are suspected as Spam are ‘Quarantined’ the admin will be able to see 
what score the suspected Spam has been given.  
When you can see that all the Ham emails within ‘Quarantine’ are scoring below 8, you can 
come back to the ‘Spam Threshold’ and reset the ‘Discard Threshold’ from 9 to 8 and this 
should be continued until the threshold is at the final stage, which is ‘Discard Threshold’ at 5 
and ‘Suspect Threshold’ at 1. (For more information on ‘Quarantine’ please see Chapter 19 (e)) 
 
 

Once you have reached the recommended settings of ‘Discard’ 5 and ‘Suspect 1’ after the 
training period of the Pilot you can start adding ‘Patterns’, ‘Actions’, ‘Templates’ and 
‘Policies’ to the ‘Policy Tree’. (For more information on these please see Chapter 19 (d)) 
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Virus Redirection: 
 To access the Virus licence features, select the ‘Email’ button on the left-hand side of the 

screen and then the ‘Virus’ button at the top of the screen. (Both buttons are highlighted in the 
screen below) 
 
 
 
 
 
 
 
 
 
 
 
 
 

 You will be presented with four links as shown above. These links are described in brief 
below: 
 

Configuration:  Allows you to enable/disable the Virus scanning. This is on as default. 
 

Redirection:  Allows you to decide what will happen to an email that is suspect to  
   contain a virus or an email that cannot be scanned for a virus. 
 

Sophos status:  Allows you to view details of the virus engine & virus IDE’s that have 
   been loaded. (This screen will only be displayed with a Premium UTM licence.) 
 

Virus Test:  Test files on your local computer for viruses. 

 
 The main options you will use from the Virus menu are the ‘Redirection’ and ‘Sophos 

status’ (if you have the Premium UTM licence) links. Both screens are shown below: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 The ‘Sophos engine status’ screen shows the version number and month of the Sophos 
Anti-Virus Engine that is currently loaded onto the Pilot. As long as the ‘Released’ date is 
within 2-3 months of the actually date and the ‘Information on additional files:’ are of the 
present date, the Virus system is up to date.  
 

 If the Virus system is not up to date please check the Upgrade Management screen for 
waiting downloads. (Upgrade – Selector) If you do have downloads waiting, they maybe waiting 
for the scheduled maintenance time band.  
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 The ‘Virus Redirection Settings’ screen, allows you to decide what will happen to emails 
which are found to be containing a Virus, or cannot be scanned for Viruses; as they may be 
encrypted. 
 

 When teaching the Pilot we recommend you to change the second boxes option from 
‘discard message’ to ‘Quarantine’ as shown below: 

 
 
 

 If a message is found to contain a 
virus it will be discarded. 
 

 If a message cannot be scanned for 
any reason for a Virus, it will be 
‘Quarantined’. 
 
 

 When an email is found to contain a 
Virus or cannot be scanned for one, a 
warning message will be sent to admin.  
 

 You can change this to better suit 
your needs. 
 
 

Once the emails which cannot be scanned for Viruses are within ‘Quarantine’ the admin will 
be able to see if the email is a legit email or not. If the mail is legit the administrator can 
deliver and learn as Ham, and if it is not the administrator can learn it as Spam and discard. 
By doing this the Pilot’s Bayesian system will recognise encrypted and non-scannable emails 
and gain more knowledge on how to accurately score the emails that the company receives. 
(For more information on ‘Quarantine’ please see Chapter 19 (e)) 
 
 
Reclassifying Emails: 

 Whilst training the Pilot some Spam will be delivered. There is two ways in which the 
recipient can reclassify these emails. 
 

 The first is for the admin user to attach a footer to each mail that gets delivered, to contain 
the ‘X-Spam-Reclassify’ header. This header is a URL which will take any individual to a 
screen on the Pilot to reclassify the email as Ham or Spam, as shown below: 
 
 
 
 
 
 
 
 
 
 
 
 

 This process is shown step-by-step in the sub-section Chapter (19(ba)).  
 

 However, the footer only works on plain text mails.  
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 The second option is to select the same URL from the Internet Headers, as highlighted: 
 
 
 
 
 

 This process is shown step-by-step in the sub-
section Chapter (19(bb)). 
 
 
 
 
 

 

It is essential for the Bayesian system to be given a period of time to analyze a company’s 
incoming and outbound mail in order to make tailored Bayesian word databases for both 
Spam and Ham mail. On a typical site at least 2 weeks of training will be needed. 
 
After the training period the Bayesian system will continue to learn as it goes on, updating 
both the rules and scores so that when a new evasion trick comes along, the message may still 
have enough other bad features that the filter will recognize it as Spam and if so, the system 
will learn the new trick automatically. If it should happen that the message is sufficiently 
different from any previous Spam that it gets through, it is up to the recipient to tell the 
system it made a mistake. 
 
Each time the system lets through a spam message, it is important that the individual user 
feeds that information back to the system using the ‘X-Spam-Reclassify:’ link in the message 
header. (For more information on how to reclassify via the email header please see sub-section 19 (bb)). 
 

From the reclassification the Bayes system will learn new keywords and it will update its idea 
of how best to tell the difference between good and bad messages. 
 
 
Grey listing: 

 To access the Grey Listing features, select from the left-hand side of the screen, ‘Email’, 
then ‘Spam’ and then ‘Grey Listing’.  

 
Grey listing helps to reduce the amount of Spam your Pilot receives, the process is 
explained below 
 

 The first time the unit’s email server hears from a particular sender at a particular host 
sending email to a particular recipient, it will temporarily reject it for a certain amount of 
time.  
 

 Once the time is up (which is determined on the Grey listing screen), the unit will accept 
the email, and any subsequent email for that combination of sender, host and recipient.  
 

The idea is that spammers are likely to only try once, whereas legitimate mail will be 
retried. So, by rejecting the first attempt, you reduce the amount of spam received. 
 

 The delay which you can set on the Grey Listing screen is the amount of time to wait 
before accepting a retry of a combination of sender, host and recipient. 

 

For a further explanation of grey listing please see the following link on Wikipedia: 
http://en.wikipedia.org/wiki/Greylisting 
 

 If you do not wish to use Grey Listing on your Pilot, you can disable it by unticking the 
tick box given in the Grey Listing screen. 


