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Chapter Nineteen (g): Blocking using Email Filter Policy 

 
 

 
Summary of Chapter: 

 How to Block domains, specific email addresses, words or phrases within Email 
Filter Policy. 

What you need: 
 Knowledge of Admin user account and valid password for your Pilot. 
 A UTM PoP code. You can purchase this from the following address: 

http://www.equiinet.com/ordering/default.asp 
Software Revision Required:  

 Applicable to software revision 5.2.0 > NetPilots 
 

(NetPilot will be referred to as ‘Pilot’. All image examples are of a NetPilot.) 
 
 
 

Blocking: 
 Log on to the Pilot as shown in Chapter One (b). 
 From the left-hand side of the screen, select ‘Email’, then ‘Filter Policy’, then ‘Edit’ and 

then ‘Email patterns’. (All links are highlighted below). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 You will be presented with the above screen, select the ‘Add’ button, as highlighted. 
 

 After selecting the ‘Add’ button, you will see the below screen, enter the following details: 
 

 ‘Pattern Name’: a name’ i.e. Block list one 
 

 ‘Pattern Type’: Select an option. E.g.: 
 

    ‘Mail From’: Block a legitimate sender  
 

    ‘Rcpt to’: Reject messages to a certain   
      recipient/domain 
 

    ‘Search the message body’: search the body of                   
        the message and the Headers. 
 

    ‘Subject’: search the subject of the email 
 

(For more information on the other ‘Pattern Types’ please Chapter 19 (df)) 
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If you do choose ‘Mail from’ and are trying to block a spammer, this may work for a while, 
until the spammer changes ISP (if they’re an active spammer, this will probably be no more 
then a day or two). The best way to resolve this is to teach the Pilot these emails, and once it 
has been trained, the Pilot will use this information to score these emails more efficiently. 

 (For more information on teaching the Pilot please see the other Chapters within Chapter 19) 
 

 ‘Value’: the domain, specific email addresses, word or phrase you wish to block.  
 

 When entering an email address, domain, word or phrase you also need to enter some 
special characters, which are shown in brief below. (For detailed information on the below please see 
Chapter 19 (df)). 
 

The sub-sections listed below explain how to enter certain ‘Values’ into ‘Patterns’: 
 

 How to enter words and phrases   
 How to enter one specific email address 
 How to enter a general domain and match all users

   
How to enter words and phrases: 
 

 To enter a phrase, just enter as you would see it on the email.  
 

 Entering a word is similar to entering phrases; however some words can be part of others 
e.g. sex in Es‘sex’. These words need to be entered with special characters, so the Pilot will 
read them as individual words and not as part as another word. 
 

Phrase: 
 

 Select the ‘Search the message body’ from the 
‘Pattern type’ drop down list.  
 

 Enter your phrase into the ‘Value’ text box. An 
example of a phrase is shown in the top ‘Pattern’ of the 
screen left: 
 

Words: 
 

 Select the ‘Search the message body’ from the 
‘Pattern type’ drop down list.  
 

 In the ‘Value’ text box enter \bchosenword\b. This 
will allow the Pilot to see that this word has boundaries, 
and is not included in a larger word. An example of a 
word is shown left in the bottom ‘Pattern’. 

 
How to enter one specific email address: 
 

 When entering an email address, you need to include a few special characters. 
 

 From the ‘Pattern type’ select: 
 

 ‘Mail from’: if you want mails coming from 
 this address to be affected  
Or 
 ‘Recipient’ if you want mails going to this 
 address to be affected.  
 

 ‘Value’: enter the specific email address that you 
wish to affect. However, you will need to add special 
characters into this email address as shown below: 
 

 ^bob\.jones@thedomain\.co\.uk$ 
or 
 ^bobj@thedomain\.com$ 
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How to enter a general domain and match all users: 
 
 

 If you are trying to match a general domain i.e. 
‘this.domain.com’ and ‘that.domain.com’ 
 

You can enter this as shown left and below: 
 

  domain\.com$  
or 
  domain\.co\.uk$ 
 

 If you want to match  
 

 any_user@domain.anything.blah  
 

You will need to enter something similar to the 
below: 
 

  @domain\..* 
 

 

 Meanings of the special characters used in the examples above: 
 

^  anchors the beginning of the email address and shows there is nothing before it. 
                 

\ the backslash before the dot, allows the Pilot to recognise the dot as a dot and not any          
 other character 
 

$ anchors the end of the email address. Letting the Pilot know that there is nothing to 
 match after this point of the address. 
 

.*         matches any number of characters 
 

\|           classes the information in-between ‘|’ as different alternatives. The backslash before  
            this tells the Pilot not to look for the ‘|’ in the real address 
 

 
As well as entering patterns for email address, domains, words or phrases, you can enter 
‘Patterns’ for attachment types, size etc. (For information on how to block or allow certain size 
emails/attachments or specific attachments please see Chapter 19 (i)). 

 
 Once you have created a ‘Pattern’ for blocking a specific emails address, domain, word or 

phrase you will need to add it to the Email Filter Policy Tree. (For more information on the ‘Email 
Filter Policy Tree’ please see Chapter 19(d)) 
 

 To add a Pattern to the ‘Email Filter Policy Tree’, from the left-hand side of the screen, 
select ‘Email’, then ‘Filter Policy’ and then ‘Policy Tree’. (All links are highlighted below). 

 
 
 

 To add a ‘Pattern’ to affect 
internal mail enter the ‘Pattern’ 
into the ‘Trusted Policy’. 
 

 To add a ‘Pattern’ to affect 
external mail enter the ‘Pattern’ 
into the ‘Spam Policy’. 
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 Once you have selected the policy you wish to enter the ‘Pattern’ into, you will be 
presented with a similar screen as below: 

 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 Decide where you would like to enter your ‘Pattern’ and select the nearest ‘Insert’ button. 

 

 Once you have done this a new group of drop down lists will appear, as highlighted above. 
 

 Select your Block ‘Pattern’ from the right drop down list. 
 

 Select the ‘Action’ you wish the Pilot to perform once your ‘Pattern’ has been matched, 
from the left drop down list. 
 

 Once you have done this select ‘OK’ and ‘OK’ again to confirm. 
 
 
 
Whilst training or testing your ‘Patterns’ we recommend you to use the ‘quarantine’ ‘Action’. 
(For more information on ‘Actions’ please see Chapter 19 (dd), for ‘Quarantine’ please see Chapter 19 (e)). 
 
 
You can create your own ‘Action’ to send an Auto Response to Admin, recipient, original 
sender or another email address when a ‘Pattern’ is matched. For more information on 
creating your own Auto Response please see Chapter 19 (de). 
 


