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Introduction 

Text Conventions in This Guide 

• Key names appear in a boldfaced type, very much the way they 
appear on the keyboard; for example, Home, End, Backspace, 
Tab. 

• When keys must be pressed at the same time, the action is rep-
resented by the key names and the plus (+) symbol; for example, 
Ctrl+Alt+Delete. 

• Drive letters that are not in command lines are presented in     
uppercase type as shown here: drive A. 

• Software directory names or folders that are not in command 
lines are presented in uppercase type as shown here: 
DIRECTORY. 

• The file names are presented in uppercase italic type as shown 
here: FILENAME. 

• The names of commands are presented in lowercase, bold italic 
type as shown here: install, or a:\install. Commands that are to 
be entered at the system prompt may be shown on a separate 
line. 

• The names of items on the desktop are presented in a boldfaced 
type. For example, you are directed to "double-click on the My 
Computer icon on the desktop". The names of software pro-
grams and items on the menu bar are also presented in a bold-
faced type. For example, you are directed to "choose Start, then 
Programs, then Internet Explorer from the menu bar". 

• When you need to type information without pressing the Enter 
key, you are directed to "type" the information. 

• When you need to type information and press the Enter key, you 
are directed to "enter" the information. 
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Important Note: 

The product described as default in this manual is NetPilot. The princi-
pals of UTM Web filtering and the command interface are also common 
to CachePilot and SecurePilot.  

Further Information and Support 

Technical support issues are covered in greater depth in our ‘How To’ 
documents available in our Knowledge Base and Support section in 
http://smartstore.equiinet.net, which we update regularly.  

The latest versions of product software can be automatically downloaded 
to your product. To enable you to download upgrades, you must have 
first registered your unit, and this can also be done on the same web 
site. 

For first line telephone support, please contact your NetPilot product 
supplier. 

Useful URLs 

o Equiinet Online Information on UTM URL Filtering 
http://www.equiinet.com/netpilot/unifiedthreatmanagement/more
detail/urlcontentfiltering.asp 

o Secure Computing (SmartFilter) 
http://www.securecomputing.com/index.cfm?skey=85  

o Netsweeper 
http://www.netsweeper.com   

o Online Help for UTM Filtering Registration  
http://www.netpilot.com/register/help_new/utm_help.asp  

o The latest definition of Secure Computing/SmartFilter categories.  
http://www.securecomputing.com/index.cfm?skey=86   

o To check whether a particular site is categorised by SmartFilter, 
and if so under which category, 
http://www.trustedsource.org/urlcheck/   
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Checking you have the correct UTM Web Filtering Option 
 

Note: NetPilot products require installation of a licence. CachePilot 
products usually come preconfigured with a licence already installed as 
default. Therefore the following licence installation text is only normally 
relevant to SecurePilot or NetPilot.  

Before attempting to install the filtering service, please check that you 
have the correct filtering option for your particular product model.  

• The outer packaging should have descriptions and part 
numbers for your specific product and model. 

• The Proof of Purchase Certificate should also reference the 
model relevant to your site. 

If these are not correct then return the pack to the reseller from 
whom the option was purchased. Attempting to install an option 
for the incorrect product type will not be successful. 

If you are unsure as to which product model you have, refer to 
the labelling on the front and underside of the unit. If you have 
any doubt in this area you should probably arrange for a suitably 
trained engineer to install and test this option for you. Contact 
your supplier in the first instance. 

Note: the front cover of this document states ‘all models of 
NetPilot’ – where ‘all’ refers to the products mentioned above 
and does not relate to any MK1 NetPilot products. 
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NetPilot Pack contents 

Your pack should contain: 

• This Getting Started Guide 
• Proof of Purchase Certificate 
• Licensing and Copyright Information 

 
If any of the items have been damaged in transit or are missing, 
contact the Equiinet Limited reseller from whom the option was 
purchased. 

Proof of Purchase (POP) Code 
 

This is a very important code and should be kept in a suitably safe place. 
The Proof of Purchase (POP) code is used during the Licence Installa-
tion sequence. If the POP Code has been emailed to you, exercise the 
same care in retaining this important data. 

Before you start this procedure you will need the Serial Number and 
MAC address of your NetPilot. These are found on a label on the under-
side of your unit. For ease of reference write these numbers, together 
with your supplier information in the appropriate sections on the certifi-
cate.  

At the end of the Licence Installation sequence the actual Licence Code 
will be displayed. Also write this on the certificate along with today’s date. 
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NetPilot Licence Installation 

Installation Requirements 

Before you start you will need:  

- Your UTM Web Filtering ‘Deliverable Package’ ordered from your 
supplier, which contains instructions and the ‘Proof of Purchase’ Li-
cence Certificate.  

- Ensure you have the correct ‘Proof of Purchase’ – i.e. it is for your 
model of NetPilot and it is the correct service. If you attempt to en-
able the service for the wrong model of NetPilot, the mechanism will 
not allow this. If you attempt to use the same ‘Proof of Purchase’ 
code on multiple NetPilots, the mechanism does not allow this either 
- and logs these attempts. 

- A pen, to write down important details on your ‘Proof of Purchase’ 
certificate (You will get email confirmation with these details but we 
recommend you keep a hard copy!)  

- The serial number of your NetPilot. It’s either on the bottom or the 
back of the unit. (Write this on your Proof of Purchase certificate for 
future reference) 

- A PC with a browser, linked with ADMIN access to your NetPilot.  

- The NetPilot must be configured correctly to access the Internet be-
fore you attempt to enable any licence. 

 

Note: If you are an End User and having read through these instructions 
you don’t feel confident of undertaking this exercise, please contact your 
supplier who can arrange for trained engineer to do this for you. 
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Online Registration 

If you are an advanced user you have the option to register your unit or 
licenced service online at http://www.netpilot.com/register/ . The registra-
tion interface will provide you with a licence key which you can use to 
activate your service on the NetPilots interface as shown in the section 
‘Adding a licence key to NetPilot’. 

Further information is available regarding this process on: 

http://www.netpilot.com/register/help_new/np_help.asp  

Finding out a unit’s MAC Address 

This can be obtained is you have ADMIN access to your unit (rather than 
by viewing label attached to the device). 

 

• Logon on as ADMIN. 

• Click on Network  

• Click on Interface List   
 

The first Entry should be LAN (eth0): and its set out as: 
NN:NN:NN:NN:NN:NN 

You can type this into the field with or without the ':' delimiters directly 
into NetPilot.com registration pages.  
 

There is no software mechanism for viewing the unit’s serial num-
ber.  
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Adding a Licence Key to NetPilot  
 

The following steps show how to enable your NetPilot with the necessary 
Licence Key for a Web filtering Service.  
 

The services package you have purchased, entitles you to a one-year 
subscription. Prior to the end of the subscription period you will be re-
minded that renewal is required. 

 

The serial numbers, Proof of Purchase codes and Licence codes given 
below in the following screens are examples only. These will not actually 
operate any UTM Services. Only use the Proof of Purchase code deliv-
ered in the Web Filtering Service pack.  
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Step 1: Adding a Licence – Advanced Admin 
 
- Log on as ADMIN. 

- Go to the Licences > Add or delete screen. 

- Click Add as below: 
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Step 2: Adding a Licence – Enter Licence Management details 
- On Clicking Add you will then see the screen below. 

  
 

- Fill in the details in the first 2 boxes then the fourth box : 

o The Serial Number off the label either on the bottom or back 
of the NetPilot unit.  

o The ‘Proof of Purchase’ (POP) code off the Certificate 

o In the fourth box enter the email address of the administra-
tor of this unit. The email address must be an email account 
present on this unit.  
 

- You don’t yet have a Licence Key (this process is going to give you 
one) so leave the third box blank and Click OK.  

Note: For advanced users: If you have already registered and ob-
tained a Licence code via the registration web interface: 
http://www.netpilot.com/register/  you could enter a previously ob-
tained licence code at this juncture.  
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Step 3: Adding a Licence – Confirm Codes 
 
- The screen below confirms what you typed in.  

- If it is correct click OK, otherwise click Cancel. 
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Step 4: Adding a Licence – Input your name and address 
- You are automatically re-directed to the web site www.NetPilot.com.  

- Fill in all the name and address type details and click Continue. 

 
 

- Fill in a second screen with the name and email address of your 
supplier and Click Continue. You will receive an email confirming all 
the details entered. You will then be directed back to your NetPilot.  
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Step 5: Adding a Licence – Configure licenced features 
 
- Once you have returned back to your NetPilot, you then will get a 

confirmation that the NetPilot has added the licence. 

- Click Next, to configure licenced features. 

 
If the setting for the filtering service you are adding is set to ‘not con-
figured’ change it to ‘enabled’  
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- Click OK and additional options applicable to the filtering service of 
your choice will become available within the Web > Filtering section 
of the application. 

 

 

If at any point you wish to disable the filtering licence select ‘not config-
ured’ from the drop down menu and the additional options will be re-
moved from the Web > URL filtering section.  
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Deleting, Editing and Confirming a Licence 

 

These screens can be used at the end of the initial licence period. If you 
decide not to renew you subscription – delete your licence code. This will 
stop email reminders being sent. 

Step 1: Deleting, Editing and Confirming a Licence 
 
- Log on as ADMIN. 

- Go to the Licences > Add or delete 

- Select the Licence you require (there may be multiple) to Delete or 
Edit (to confirm details) and click the appropriate button. 
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Step 2: Deleting a Licence 
 
- If you select the Delete option you will be asked for a confirmation 

prior to deletion.  
 

- Click OK again, to complete the deletion sequence. 
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UTM Web Filtering Configuration 
All products require installation of a licence key to enable filtering. Some 
larger customers – typically for CachePilot – arrange for licences to be 
pre-installed. The following section on configuration (once any licensing 
conditions are satisfied) is relevant to all products.  
  
A background summary on various offerings is given below: 
   
SmartFilter 
This is available on all Equiinet models. The Equiinet unit checks across 
the internet with a remote database what category requested URLs are 
classified as. It can be offered as managed service or the customer can 
host their own category servers. Where the second option is imple-
mented, the configuration must include pointing to the customers own 
servers offering the URL category checking service. The administrator of 
the local Equiinet unit defines which users may view which categories - 
so local flexible controls are available – which is often a key requirement. 
The database is very large – over 15 million URLs and divided into over 
seventy categories and growing. 
 
Netsweeper 
Netsweeper again has a very large database of many millions of URLs. 
In addition it attempts to categorise URLs in realtime if they are not pre-
sent in its database. Equiinet customer can run their own servers offering 
the URL category checking service or check against Netsweeper hosted 
CNS servers. The administrator of the local Equiinet unit defines which 
users may view which categories - so local flexible controls are available 
– which is often a key requirement. 
This technology is Becta approved for education users. 
  
SmoothWall Guardian 
SmoothWall Guardian differs from all the above options in that it uses a 
number of filtering techniques that are all resident on the Equiinet unit – 
and therefore no additional servers are required locally or remotely to 
hold lists or undertake checks. The administrator of the local Equiinet 
unit defines which users may view which categories - so local flexible 
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controls are available – which is often a key requirement. The technology 
uses a combination of URL list checking – against a somewhat smaller 
list than those described above - but significantly also employs additional 
realtime content checking, which the others do not currently provide. 
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Prerequisites for Configuration 

 

This section assumes you have: 

  

- A PC with browser link with ADMIN access to your unit. 
 

- The NetPilot (or CachePilot or SecurePilot) must be configured cor-
rectly to access the Internet. 
 

- You have gone through the ‘Adding a Licence’ Section above. 
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Configure URL filtering 

Step 1: Enable filtering service 
 
Make sure your Web Filtering service has been enabled by going to Li-
cences > Enable. 

- If the service is set to ‘not configured’ change the setting to ‘enabled’  

 
- Click OK when you have completed your selection. 
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SmartFilter and Netsweeper use label servers to resolve URL filtering 
requests. You may want to add additional label servers which are either 
dedicated or closer to your network. 

- Go to Web > Filtering and select SmartFilter server  

- Click Add 

 
- Enter the details of your label server and the port number which the 

NetPilot should use to connect to the server. Click OK 

If you are using Netsweeper go to Web > Filtering > Netsweeper and 
select Servers.  Enter the details of your label server and the port num-
ber which the NetPilot should use to connect to the server. Click OK.  
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If the Netseeeper server requires a serial number for authentication 
please go Web > Filtering > Netsweeper > Enable and enter it in the 
field provided. 

 

Step 2: Define a filtering Site List profile 
 

- Under Web > Filtering click on the Site lists link and you will see a 
selection of default site lists. The global lists are the most important 
as they are always applied to all users at any time when filtering is 
enabled. The lists are initially empty and only will become active 
once you have populated them web addresses or selected catego-
ries.  

 
o To create a new list click Add and choose a list type from 

the given options. 
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- A ‘Black List’ blocks specific sites, which the admin-
istrator can enter or select categories of sites, which 
are provided by a URL filtering database.  

- 'Red Lists' are block lists which can be used for 
more severe block categories then the standard 
black lists. A suitable error.cgi script can be setup to 
react to red list block messages and if necessary 
send an email when triggered. (This is also true of 
all block messages). Red List work only with 
SmartFilter or Netsweeper  

- 'White Lists' can override Black, Grey and Red lists 
and will only allow the sites or categories, which 
have been entered into the White list to be viewed.  

- ‘Grey Lists’ work with Guardian only. There are ad-
ditional category options for the manipulation of 
content and URLs. These include the 'forcesafe-
search' category, which will manipulate the URLs 
sent to various search engines (Google, Singing-
fish, Ilse, KEL, Lycos, Alltheweb, Yahoo, Hotbot, 
Wisenut) so that 'safe searching' is activated. The 
safe search feature will also be available for other 
filtering services soon. Sites that the administrator 
enters in the text box on a grey list will skip the 
usual URL filtering, but the Guardian content filter-



UTM URL Filtering Configuration 
 

 

Getting Started – UTM Web Filtering 25 

ing and manipulation will still apply, therefore to al-
low a website we recommend to use ‘White lists’. 

o Next in the first box, give your site list a descriptive name.  

 

 
o In the second box (if required) build an additional blacklist of 

sites that you may not feel are appropriate for your organi-
sation and will not be blocked through the categories you 
are going to choose in the tick boxes below. (When creating 
a white list enter websites which you want to be al-
lowed).Please not that the regex syntax you are using to 
make your specification is different in Guardian to the other 
filtering services. See http://smartstore.equiinet.net for more 
information. 

o The third part of the Site List screen is a large number of 
tick boxes which represent the categories used by your web 
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filtering services (SmartFilter, Guardian or Netsweeper). 
Your options will depend on what filtering service you have 
chosen initially. By ticking a box, the Users on the NetPilot 
(or CachePilot or SecurePilot) who are part of a User Group 
that references this Filter List will be blocked from seeing 
these categories of sites. 
 

If you are using Guardian we recommend that the first list you visit is the 
‘global permitted sites’ list where you enable the ‘goodphrases’ cate-
gory. If you are using webmail or access news sites you might also want 
to consider enabling the ‘goodphrasesemail’ and the ‘goodphrases-
news’ categories. 

 
Visit http://www.securecomputing.com/index.cfm?skey=86  
to see the latest definition of Secure Computing/SmartFilter categories. 

Visit http://www.trustedsource.org/urlcheck/ to check whether a particular 
site is categorised by SmartFilter, and if so under which category. 

If you find a site that is not categorised by Secure Computing and feel it 
ought to be: submit this to http://www.trustedsource.org/urlcheck/ 
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Visit http://www.netsweeper.com/Support/Test a Site to check whether a 
particular site is categorised by Netsweeper, and if so under which cate-
gory. 

In most commercial organisations there probably is no valid reason for 
employees to visit most of the categorised web sites. Perhaps you might 
want to allow ‘news’ so this tick box would remain unset. In an education 
environment you undoubtedly want to block most of these categories – 
but perhaps you would allow sport, and thus that tick box would remain 
unset.  

Multiple Site Lists built of your URL filtering categories with additional 
blacklist items added by the administrator, can be defined for multiple 
groups of users (different departments or year group pupils) or even for 
individual users. 
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Step 3: Adding a User Group to Reference a Site List 
- Click on the Groups option under User Accounts. A number of de-

fault groups is already provided. The two most important groups are 
Global rules (applies to all users at all times) and Filters for 
anonymous user (applies to users accessing the Internet without 
having to identify through log in). All users always automatically be-
long to these groups. Additionally you can add users to other, more 
specific groups.  

- Please note that the Guardian service processes groups differently 
than other Netpilot’s Web filtering services. It will look at all groups 
to which a user belongs first and apply all White / Grey lists from 
these groups before turning to Black / Red block lists.  Other ser-
vices will look at the allow and block list within the Global group first 
before interrogating the more specific user groups and their filtering 
lists. 

o To create a new group click the Add button. 
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o The screen below will be displayed. 

 
 

o In the first box enter a descriptive User Group name, avoid-
ing spaces or capitals 
In this example we are going to create a group for a single 
user called ‘staff’ and have called the group 
‘staffgroup’. 

o Further down the screen there are two tick boxes, to define 
if this group will be allowed to email and browse. Tick web 
to allow web browsing. 
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o Further below is where the access rules are applied. Click 
Insert and then in the first drop down box select one of the 
predefined or newly created site lists. In this example the 
previously created ‘unsuitable for staff’ block list is select. 
From the second drop down menu select the time bands at 
which this site list will apply.  

 
o You can create your own timebands 

o Next you can select Allow all other sites or Block all oth-
er sites. As in our example we want to block only specific 
sites ‘Allow all other sites’ is selected. 

o Click OK. 

 

 



UTM URL Filtering Configuration 
 

 

Getting Started – UTM Web Filtering 31 

Step 4: Adding a User to a User Group 
- Click User accounts > Add or edit 

o Click Add or select one of the already created Users and 
click Edit. 

 
o Associate the user with a user group which contains the site 

list profile you want applied to that user and click OK. In our 
example we added the user staff to staffgroup.  

 
 

Note: This step is not necessary when using AD integration if all users 
are part of an AD security group. See section ‘How to activate AD inte-
gration’.  
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Step 5: Enabling Web access controls 
 

- Go to Web > Filtering > Firewall. The Web Access controls screen 
will be shown as below. 

o Choose ‘Accept: url-filter, authorised user’ from the drop 
down box. This activates URL filtering by specific user 
groups. 

 
The administrator has four web access controlling options to choose 
from, which he can set for the web proxy service:  
– Cache only 
• Direct access to pre-cached and online browsing 

– Cache only, authorised users 
• Log in, before access to pre-cached and online browsing 

– URL filter  
• Direct access to pre-cached and online browsing, filtered by global and 
anonymous group rules  



UTM URL Filtering Configuration 
 

 

Getting Started – UTM Web Filtering 33 

– URL filter, authorised users  
• Log in before access to pre-cached and online browsing. Filtered by 
global and user's group rules  

Any additional service options such as ‘reject’ or ‘no decision’ will stop 
users from accessing the web through the proxy. 

By clicking on the Show all firewalls link the administrator can view all 
local firewalls, including inactive, which offer the web proxy service.  

A table of web access settings and their effects on filtering can be found 
in Equiinet’s SmartStore 
http://smartstore.equiinet.net/index.asp?202077. 
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Step 6: ADMIN Testing of URL Filtering for a given user 
 

- Go to Web > Filtering > Test URL. 

  
 

- In the first box select a username (the user1 account in the above 
example) from the Username drop down menu which shows ac-
counts existing on the unit. 

- To test a particular URL use the second box – Note you must ma-
nually put in the syntax ‘http://’ prior to ‘www.sitename.???’ 

The testing facility then goes through a process of checking against 
a number of browsing controls: 

• Timeband controls. 

• Global filtering controls. 

• Black List/White List controls depend on group filtering con-
trols that this user is a member of.  
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In this example the user ‘user1’ is allowed to browse a pornographic site 
as no controls have been set up to stop this user! 
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In the second example – the URL Test is being used against an account 
with username ‘staff’. This user has controls set up to go through the 
‘unsuitable for staff’ list, in which the pornography category has been 
selected. 

• The testing procedure looks at Global filter definitions first, which 
in this case have not been set by the administrator. 

 
 

• The test then drops down to the Access rules for the group  
‘staffgroup’ for which the user ‘staff’ has been set up as a mem-
ber by the administrator. There is a Black list set for this group 
but this URL is not specified in the URL list, and the user is also 
not restricted by a Timeband, so these rules do not enforce a 
block. 
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• Finally as part of the Black list the URL blocking categories are 
consulted and a SmartFilter query is made (based on a prede-
fined profile for the group ‘staffgroup’). As members of this group 
are all blocked from browsing pornography, the URL request is 
blocked and the user is unable to access the website. 

Since the Guardian service looks at all lists from all groups which apply 
to a user at the same time (allow list first, block list second) it just writes 
in the Test URL page if a page was allowed or blocked and by which 
blocking category. 
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Step 7: Customised Block Message 
 

This option allows you to customise with the use of cgi script the block 
page, which the unit displays when a browsing request is blocked. 

- Click on the Error URL link under Web > Filtering. 

  
Enter the name of your CGI block message. You MUST specify where it 
is held. In this example both the CGI file and its accompanying JPG file 
are stored under the WebAdmin file share for the unit “NetPilot”. These 
two files (See http://smartstore.equiinet.net/index.asp?181156 for copies) 
can be copied to the NetPilot file share by either using an FTP utility or 
using MS Explorer.   
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Activate AD integration 

 
Before activating AD integration please make sure the following points 
have been fulfilled: 

o All users have been assigned to security groups on your AD 
server. Please note: when creating security groups for AD inte-
gration with Equiiinet products avoid using capitals or spaces in 
group names. 

o ‘Groups’ matching your AD security group names have been cre-
ated on NetPilot with the appropriate site list selected. (See page 
23 for creating ‘Site Lists’ and page 27 for creating ‘Groups’) 

o The time settings of your NetPilot are matching the time settings 
of your AD server. 

 

To start AD integration go to Web > Filtering > Active Directory and 
enter your AD server details.  
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Once all the details have been filled in, click ‘OK’ and then the ‘Next’ but-
ton on the next screen as shown below. 

  

 

 

 

 

 

On the following screen select ‘Active Directory’ and click ‘OK’. You can 
also find this screen if you go to Web > Filtering > User authentication. 

 
 

Please remember that for the NetPilot to request user authentication be-
fore allowing web browsing you will need to adjust ‘Web access controls’ 
under Web > Filtering > Firewall for web proxy to ‘accept: url-filter, 
authorised users’ as shown on page 32.  
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SmartFilter Categories 

URL Checker 

To check an individual URL against the Secure Computing database 
(which provides the technology behind SmartFilter filtering) and see 
which category it is listed under or submit an URL to be added to the da-
tabase – please use the following URL: 

http://www.trustedsource.org/urlcheck/ 

Filtering Category Definitions  

The latest version of this text is held on: 
 
http://www.securecomputing.com/index.cfm?skey=86  
 
The links below are examples of the kinds of potentially objectionable 
content that is filtered by Secure Computing’s proprietary technology. 
Caution: certain users may find the material on these example pages to 
be offensive. 
 
Alcohol (al) 
This category includes URLs that sell, promote, or advocate the use of 
alcoholic beverages, including beer, wine, and hard liquors. This also 
includes cocktail recipes and home brewing instructions. 
  
Anonymizers (an) 
This category includes URLs that enable anonymous Web browsing 
through an intermediary to prevent unauthorised parties from gathering 
personal information. However, they also allow users to bypass local fil-
tering policies and access any Web page. Pages that provide free proxy 
IP addresses or detail how to bypass filtering are also included in this 
category. 
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Anonymizing Utilities (au) 
This category includes Web page language translators, Webpage cach-
ing, or other utilities that may function as anonymizers, but without the 
express purpose of bypassing filtering software. 
 
Art/Culture/Heritage (ac) 
Web sites in this category contain virtual art galleries, artist sites (includ-
ing sculpture and photography), and other cultural topics, such as muse-
ums, ethnic customs and country customs. 
  
Auctions/Classifieds (eb) 
This category includes URLs that offer access to online auctions and 
classified ads. Online auctions are rarely monitored; therefore these sites 
may expose users to material that would otherwise be filtered under cat-
egories such as Pornography, Weapons, Nudity, or Violence. These 
sites may present a risk that users will return frequently to monitor the 
progress of their bids or items for sale.  
 
Blogs/Wiki (bl) 
This category includes URLs that allow users to post or edit content 
quickly and spontaneously such as Web logs (blogs) or wikis. This cate-
gory is intended to cover the risks associated with content that may 
change frequently according to user interactivity and therefore may 
range from harmless to offensive. Because many Web logs and wikis 
focus on particular theme or subject, this category is often used in con-
junction with others such as Education, Sports, Politics/Opinion, or Nu-
dity depending upon the focus or theme of the site. 
  
Business (bu) 
This category includes URLs that provide business related information 
such as corporate overviews or business planning and strategies. Also 
included is information, services, or products that help other businesses 
plan, manage, and market their enterprises. This category may also be 
used as an exception to allow access to sites that have a business focus, 
but may belong to other categories such as Online Shopping, Web Mail, 
or Travel. 
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Chat (ch) 
This category includes sites that provide social posting and receiving of 
realtime messages. This includes public or private chat rooms and chat 
software downloads such as IRC that allow twoway messaging.  
 
Content Server (is) 
This includes domain and sub domain level URLs that function as con-
tent servers. Content servers may host images, media files, or Java-
Script for one site or for many and are intended to compliment existing 
Web servers such as Apache to speed up content retrieval. Content 
servers generally do not have content posted or through site navigation 
for Web surfers. 
  
Criminal Activities (cs) 
This category includes URLs that offer instructions to commit illegal or 
criminal activities. Examples include instructions how to commit murder 
or suicide, sabotage, bomb making, lock picking, service theft, evading 
law enforcement, spoofing drug tests, etc. URLs that contain or distribute 
illegal content may also be included as well as sites that perpetrate fraud 
or consumer scams. 
  
Dating/Social Networking (mm) 
This category includes URLs that focus on social interaction; including 
online dating, friendship, school reunions, penpals, escort services, or 
introductions to potential spouses. Many of these sites facilitate social 
interaction among their members through realtime communication or 
message posting. These sites may enable contact with undesirable par-
ties and member profiles may contain objectionable information. 
  
Digital Postcards (dc) 
This category includes URLs that allow people to send and receive digi-
tal postcards and greeting cards via the Internet. Digital postcards fea-
ture messages of greeting or sentiment usually for special occasions 
such as birthdays or other holidays. They present some risk that sensi-
tive or proprietary information may be leaked. Messages also may con-
tain objectionable information or may contain malware or harmful file at-
tachments.  
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Drugs (dr) 
Sites in this category provide information on the purchase, manufacture, 
and use of illegal or recreational drugs. This includes displaying, selling, 
or detailing the use of drug paraphernalia, as well as tips on legal highs, 
such as glue sniffing, the misuse of prescription drugs, or the abuse of 
other legal substances. 
 
Education/Reference (ed) 
This category includes Web pages devoted to academic subject matter 
such as math, history, science, computer science, literature, and general 
reference sites like dictionaries, encyclopedias, and atlases. Also in-
cluded are home pages of colleges, universities, and K12 schools. This 
category may also be used as an exception to allow access to sites that 
may belong to another category, such as Sexual Materials, Nudity, or 
Violence, but relate to an educational topic such as classic literature, his-
tory, art, or sex education. 
 
Entertainment (et) 
This category includes URLs that provide information about cinema, 
theater, music, television, infotainment, entertainment industry gossip 
news and sites about celebrities such as actors and musicians. This also 
includes sites where the content is devoted to providing entertainment on 
the Web such as horoscopes or fan clubs.  
 
Extreme (ex) 
This category is used in conjunction with Gruesome Content, Hate 
Speech, Politics/Opinion, Pornography, Violence, or Game/Cartoon Vio-
lence to identify URLs that are at the outer limits of these categories, be-
ing gory, perverse, or horrific in nature. An example is child pornography, 
which would have both the Pornography and Extreme categorization.  
 
Fashion/Beauty (fb) 
This category includes URLs that market clothing, cosmetics, jewelry and 
other fashion oriented products, accessories, or services. This also in-
cludes product reviews, comparisons, and general consumer informa-
tion. Some service oriented examples include hair salons, tanning sa-
lons, tattoo studios, and body piercing studios. 
  
 



SmartFilter Categories 
 

 

Getting Started – UTM Web Filtering 45 

Finance (fi) 
This category includes URLs that provide financial information or access 
to online financial accounts, such as personal or business related bank-
ing, money management, tax consulting, mutual funds, credit cards, cre-
dit unions, insurance, or other financial publications and services. 
  
For Kids (fk) 
This category includes family safe sites that are designed specifically for 
children (approximately ages ten and under). This category may also be 
used as an exception to allow access to sites that have a primary educa-
tional or recreational focus for children but belong to other categories 
such as Games, Humor, Recreation/Hobbies, or Entertainment/Motion 
Picture.  
 
Forum/Bulletin Boards (mb) 
This category includes message forums that permit messages to be 
posted and read immediately. Message posting presents a risk that of-
fensive content may be posted. This excludes message forums with a 
business or technical support focus (see Technical/Business Forums (tf).  
 
Gambling (gb) 
This category includes URLs that allow users to wager or place bets on-
line or provide gambling software that allows online betting i.e. casino 
games, betting pools, sports betting, and lotteries. URLs related to gam-
bling that do not allow betting online fall under Gambling Related. 
  
Gambling Related (gr) 
This category includes information relevant to gambling, without provid-
ing the means to do so. Examples include gambling links, tips, sports 
picks, lottery results, as well as horse, car or boat racing, etc. 
  
Game/Cartoon Violence (cv) 
This category is specific to fantasy or fictitious representations of vio-
lence within the context of games, comics, cartoons, or graphic novels. 
This includes images and textual descriptions of physical assaults or 
hand to hand combat, as well as grave injury and destruction caused by 
weapons or explosives. Sites showing the outer end of this spectrum, 
such as depictions of torture, gore, or horrific death, are also rated as 
Extreme. 
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Games (gm) 
This category includes URLs that offer online games and related infor-
mation such as cheats, codes, demos, and emulators. The Games cate-
gory also includes online contests or role playing games, gaming clans, 
game manufacturer sites, fantasy or virtual sports leagues, and other 
gaming sites without chances of profit. 
  
General News (nw) 
This category includes URLs that provide online news media, such as 
International or regional news broadcasting and publication. 
  
Government/Military (gv) 
This category includes URLs with content maintained by governmental or 
military organisations (e.g. government branches or agencies, police de-
partments, fire departments, civil defense, counterterrorism organisa-
tions) and supranational organisations such as the United Nations or the 
European Community. 
  
Gruesome Content(tg) 
This category includes URLs with content that can be considered taste-
less, gross, shocking, or gruesome. Some examples include tasteless 
humor, bodily excretory functions, graphic medical or accident scene 
photos (containing blood or wounds), extreme forms of body modification 
(cutting, branding, or genital piercing), or shocking depictions of inhu-
mane animal treatment. 
  
Hacking/Computer Crime (hk) 
This category includes URLs that provide ‘how to’ directions or otherwise 
enable fraud, crime, or malicious activity that is computer oriented. Com-
puter Crime includes malicious hacking information or tools that help in-
dividuals gain unauthorized access to computers and networks (root kits, 
kiddy scripts, etc.). Also included are other areas of electronic fraud such 
as dialer scams and illegal manipulation of electronic devices. 
  
Hate/Discrimination (hs) 
This category includes URLs that provide information that would encour-
age the oppression of a specific group of individuals. This includes pro-
moting, explicitly or implicitly, an agenda against groups based on race, 
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religion, nationality, gender, age, disability, or sexual orientation. Political 
parties with a specific hate based agenda may be included. 
  
Health (hl) 
This category is intended to cover all health related information and 
health care services. Health information includes topics designed to im-
prove an individual's wellbeing whether it be physical or mental health 
(diet, nutrition, fitness, parenting, etc.). Health care services include 
health care providers such as health insurance, hospitals, clinics, and 
independent Physicians. This category may also be used as an excep-
tion to allow access to sites that have a medical focus but may belong to 
another category such as Nudity, Sexual Materials, Gruesome Content, 
etc.  
 
Historical Revisionism (hr) 
This category includes URLs that denounce or offer different interpreta-
tions of significant historical facts such as holocaust denial. This category 
is not intended to include all reexamination of historical facts, but is lim-
ited to historical events that are highly sensitive. These sites may have 
legitimate academic value, but the content may be illegal in some coun-
tries or may be found offensive. Many of these sites include illegitimate 
manipulation of history for political purposes. 
  
History (hi)   
This category may be used as an exception to allow access to sites that 
are nonfictional and historically significant, which may belong to other 
categories such as Politics/Opinion, Sexual Materials, Violence, etc. This 
category is designed specifically for content that may be suitable for a 
mature classroom environment. 
  
Humor/Comics (hm) 
The humor category includes URLs that intend to be comical or funny. 
These sites include jokes, sketches, comics, and satire pages. Many 
customers use this category to help maintain productivity in school or 
work place. 
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Illegal Software (il) 
This category contains URLs that pirate or illegally distribute software or 
electronic media such as copyrighted music or film, distribution of illegal 
licence key generators, software cracks, and serial numbers.  
 
Incidental Nudity (mn) 
This category is designed to address cultural or geographic differences 
in opinion about nudity. Many customers may want to block access to 
nudity, but allow access when it is not the primary focus of a site such as 
for news sites or major portals. Nudity includes non pornographic images 
of the bare human body like those that may be found in classic sculpture 
and paintings, or medical images. 
  
Information Security (io) 
This category includes URLs that have a legitimate purpose to provide 
information about data protection, but in doing so present a risk that the 
information provided may be exploited by users in order to breach secu-
rity or commit unlawful acts. This applies to detailed information intended 
to safeguard business or personal data, intellectual property, privacy, 
and infrastructure on the Internet, private networks, or in other bandwidth 
services such as telecommunications. 
  
Instant Messaging (im) 
This category includes URLs that provide access and/or software that 
allows people to communicate in "real time" over the Internet. Most in-
stant messaging software allows other features such as file transfer, 
PCtoPC phone calls, and tracking of when other people log on and off of 
the Internet. 
  
Interactive Web Applications (ia) 
This category includes URLs that provide access to live or interactive 
Web applications such as browser based office suites and Groupware. 
Interactive Web applications can present security risks such as leaking 
or loss of proprietary data. Sites categorised as Interactive Web Applica-
tions include those with business, academic, or individual focus. Sites 
providing access to interactive Web applications that do not take critical 
user data or offer security risks; i.e. Google Maps are excluded. 
 
 



SmartFilter Categories 
 

 

Getting Started – UTM Web Filtering 49 

Internet Radio/TV (ir) 
This category includes URLs that provide software and/or access to con-
tinuous audio or video broadcasting such as Internet radio and TV pro-
gramming or Podcasting. This category is intended to cover audio and 
video feeds/streams that compromise bandwidth the most. Quick down-
loads and shorter streams that present less bandwidth compromise fall 
under Streaming Media and Media Downloads. 
  
Internet Services (it) 
This category includes URLs providing services for publication and main-
tenance of Internet sites such as Web design, domain registration and 
Internet Service Providers as well as providers of broadband and tele-
communications companies that provide Web services. Web utilities 
such as statistics and access logs are included as well as Web graphics 
such as clip art. 
  
Job Search (js) 
This category includes URLs related to a job search. It encompasses 
sites concerned with resume writing, interviewing, changing careers, 
classified advertising, and large job databases. It also includes corporate 
Web pages listing job openings. 
  
Malicious Sites (ms) 
This category includes URLs that deploy code that has been designed 
specifically to hijack your computer’s settings or activity. Some examples 
include self installing applications (so called "driveby" executable file 
downloads), Trojans, and viruses that exploit security vulnerabilities in 
browsers or other applications. 
  
Marketing/Merchandising (mk) 
This category includes URLs that provide individual or business promo-
tion of products or services on the Web, but do not sell their products or 
services online. These sites generally serve as a company overview with 
descriptions of the services or products in which they specialize. Visitors 
of these sites may spend time window shopping or researching the prod-
ucts or services, but cannot purchase them directly from Market-
ing/Merchandising sites. Examples include, but are not limited to wed-
ding photography services, automobile manufacturer sites, graphic de-
sign services, etc. 
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Media Download (mp) 
This category includes URLs that provide audio or video files for down-
load such as MP3, WAV, AVI, and MPEG formats. 
  
Media Sharing (md) 
This includes URLs that allow users to upload, search for, and share 
media files and photos such as online photo albums. This category is 
intended to cover the risks associated with interactive Web sites that al-
low spontaneous uploading and dynamic presentation of content that can 
range from harmless to offensive. 
  
Messaging (mg) 
This category includes URLs that provide streaming messaging services 
such as computer to mobile phone text messaging via SMS (Short Mes-
sage Service) or MMS (Multimedia Message Service) or computer to fax 
machine messaging. 
  
Mobile Phone (mo)  
This category includes URLs that provide software or utilities for mobile 
phones that can downloaded from Websites and delivered to mobile 
phones. Examples include Ringtones, Logos/skins, games, screensav-
ers, text based tunes, and software for SMS (Short Message Service), 
MMS (Multimedia Message Service), and WAP (Wireless Application 
Protocol) and other mobile phone protocols. 
  
Moderated (mr) 
This category may be used as an exception to allow access to bulletin 
boards, chat rooms, search engines, or Web mail sites where the author 
or publisher of these sites state that efforts are made to prevent offensive 
material from being posted or delivered. 
  
Non-Profit/Advocacy/NGO (np) 
This category includes URLs with content from nongovernmental organi-
sations such as clubs, lobbies, communities, nonprofit organisations, 
labor unions, and advocacy groups. Many of these groups exist for chari-
table or educational purposes. They fulfill a stated mission, benefiting the 
larger community. 
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Nudity (nd) 
This category includes URLs that have non-pornographic images of the 
bare human body. Classic sculpture and paintings, artistic nude photo-
graphs, some naturism pictures, and detailed medical illustrations are 
included in the Nudity category. 
  
Online Shopping (os) 
This category may be used to enhance productivity by keeping employ-
ees from purchasing products and services online. This includes URLs 
that specifically sell products or services online. Many Online Shopping 
sites pose a risk to users by offering access to items that would normally 
be filtered under other categories such as Pornography, Weapons, Nu-
dity, or Violence. 
  
Parked Domain (pd) 
This category includes sites that once served content, but their domains 
have been sold and are no longer registered. Parked domains do not 
host their own unique content, but usually redirect users to a generic 
page that states the domain name is for sale or redirect users to a ge-
neric search engine and portal page, some of which provide valid search 
engine results. 
  
P2P/File Sharing (pn) 
This category includes the exchange of files between computers and 
users for business or personal use. An example of P2P use is down-
loadable, shared music. P2P clients allow users to search for and ex-
change files from a peer user network. They often include Spyware or 
realtime chat capabilities. P2P may offer bandwidth usage risks, or allow 
users to compromise network security by distributing proprietary or sen-
sitive data outside a secured network. 
  
Personal Network Storage (ns) 
This category includes sites that allow users to upload folders and files to 
an online network server. Personal network storage is a valuable service 
allowing users to backup, share, edit, or retrieve files or folders from any 
Web browser. They do offer risks, such as proprietary or sensitive data 
can be uploaded outside a secured network, or offensive and illegal con-
tent may be stored and distributed. 
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Personal Pages (pp) 
This category includes personal home pages that share a common do-
main such as those hosted by ISPs, University/Education servers, Free 
Web Page hosts, etc. Personal home pages present a risk to viewers 
because content ranges from harmless to offensive, yet these pages are 
not highly trafficked, making them difficult to categorise and provide cov-
erage for each personal page. Also included are unique domains that 
contain personal information such as a personal Home page. 
  
Pharmacy (pm) 
This category includes URLs that market or sell prescription based, or 
over the counter drugs and dietary supplements. Also included is infor-
mation about pharmaceuticals such as reviews and product descriptions.  
 
Phishing (ph)    
This category includes sites that typically arrive in hoax email established 
only to steal users' account information. These sites falsely represent 
themselves as legitimate company Web sites in order to deceive and 
obtain user account information that can be used to perpetrate fraud or 
theft. 
  
Politics/Opinion (po) 
This category includes URLs covering political parties, individuals in po-
litical life, and opinion on various topics. 
  
Pornography (sx) 
This category includes URLs that contain materials that are intended to 
be sexually arousing or erotic. This includes fetish pages, animation, car-
toons, stories, and child pornography.  
 
Portal Sites (ps) 
This category includes URLs that serve as a starting point for users 
when they get connected to the Web. These sites serve as major gate-
ways or directories to content on the Web. Many portal sites also provide 
a variety of internal site features or services such as search engines, 
email, news, and entertainment. 
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Profanity (pr) 
This category includes URLs that contain crude, vulgar, or obscene lan-
guage or gestures. 
  
Provocative Attire (pa) 
This category includes URLs with pictures that include alluring or reveal-
ing attire, lingerie and swimsuits, or supermodel or celebrity photo collec-
tions but do not involve nudity. 
  
Public Information (cm) 
This category includes URLs that provide general reference information 
such as public service providers, regional information, transportation 
schedules, maps, or weather reports. 
  
Real Estate (re) 
This category includes URLs that provide commercial or residential real 
estate services and information. Service and information includes sales 
and rental of living space or retail space and guides for apartments, 
housing, and property, as well as information. 
  
Recreation/Hobbies (rh) 
This category includes URLs from recreational organisations and facili-
ties and includes content devoted to recreational activities and hobbies. 
Some examples of recreational organisations or facilities include public 
swimming pools, zoos, fairs, festivals, and amusement parks. Examples 
of content devoted to recreation or hobbies include recreation guides, 
hiking, fishing, bird watching, and stamp collecting.  
 
Religion/Ideology (ri) 
This category includes URLs with content related to religious topics and 
beliefs in human spirituality. This includes all mainstream and fringe re-
ligions and groups as well as spiritual conjecture and philosophy. 
  
Remote Access (ra) 
This category includes URLs that provide remote access to a program, 
online service or an entire computer system. While often used legiti-
mately by people who want to use their computer from a remote location, 
it also creates a potential security risk. Backdoor access is often written 
by the original programmer. 
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Resource sharing (rs) 
This category includes URLs that allow users to harness idle or unused 
computer resources to focus on a common task. This can be on com-
pany or international basis. Well known examples are the SETI program 
and the Human Genome Project, which use the computer downtime of 
thousands of volunteers’ computers to analyze data. Sites and software 
that enable resource sharing may compromise security or have band-
width implications. 
  
Restaurants 
This category includes URLs that provide information about restaurants, 
bars, catering, takeout and delivery including online ordering. These sites 
provide information about location, hours, and pricing, as well as menu 
or related dietary information. This also includes restaurant guides and 
reviews.  
 
School Cheating Information (sc) 
This category includes URLs that promote plagiarism or cheating by pro-
viding term papers, written essays, or exam answers. 
  
Search Engines (se) 
This category includes URLs that provide search results that enable us-
ers to find information on the Internet based upon key words. 
  
Sexual Materials (sm) 
This category includes URLs that have descriptions or depictions of sex-
ual acts, but is not intended to be arousing or erotic. Examples of sexual 
materials include sex education, sexual innuendo, humor, or sex related 
merchandise. Sexual Materials will also be used in conjunction with pop-
ular exception categories where it applies such as Education or Health.  
 
Shareware/Freeware (sw) 
This category includes URLs that provide repositories of download cop-
ies of shareware and freeware. Shareware is distributed on the basis of 
an honor system. Most shareware is delivered free of charge, but the 
author usually requests that you pay a small fee if you like the program 
and use it regularly. Freeware is software that is available without any 
cost. 
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Software/Hardware (hw) 
This category is intended to cover all computing software and hardware 
oriented sites including vendors, product marketing and reviews, de-
ployment and maintenance of software and hardware, as well as soft-
ware updates and addons such as scripts, plugins, or drivers. Hardware 
includes computer parts and accessories and electronic equipment used 
in conjunction with computers and networks. 
  
Spam URLs (su) 
This category includes URLs that arrive in unsolicited Spam emails. 
Spam URL content ranges from product marketing to potentially offen-
sive or fraudulent sites. Also included are sites built only for spamming 
purposes such as Spam Blogs or Comment Spam. 
  
Sports (sp) 
This category includes URLs related to sports, whether professional or 
recreational. This includes sporting news, events, and information such 
as playing tips, strategies, game scores, or player trades. 
  
Spyware/Adware 
This category includes URLs that violate personal or corporate privacy 
and security by downloading software or executing programs that gather 
user information and sends it to a third party without the user's explicit 
knowledge or consent. Sites that distribute software known to contain 
Spyware or Adware are also included as well as any site downloading 
Potentially Unwanted Programs (PUPs). 
  
Stock Trading 
This category includes URLs that allow users to purchase, sell, or trade 
shares online. Tickertape information that enables viewing of realtime 
stock price changes is also included. This category is designed to protect 
workplace productivity. It should not prevent people from doing business 
research on the Web or prevent access to other financial information.  
 
Streaming Media (st) 
This category includes URLs that provide streaming media, or contain 
software plugins that allow the displaying of audio and visual data before 
the entire file has been transmitted. Excess data is saved in a buffer.  
 



SmartFilter Categories 
 

 

56 Getting Started – UTM URL Filtering

Technical/Business Forums (tf) 
This category includes sites with a technical or business focus that pro-
vide online message posting or realtime chat such as technical support 
or interactive business communication. While users may post any type of 
content, technical and business oriented forums tend to present less risk 
of encountering offensive contents. 
  
Tech Information (ti) 
This category includes URLs that provide computing information with an 
educational focus in areas such as Information Technology, computer 
programming, and certification. Some examples of content include Linux 
user groups, UNIX commands, software ‘how to’ tutorials, or technical 
terminology dictionaries. Content pertaining to Information Security is 
excluded.  
 
Text/Spoken Only (to) 
This category may be used as an exception category to allow explicit text 
and recorded material to be accessed when graphical content may be 
blocked using the Pornography, Violence, or Sexual Materials catego-
ries. Libraries or Universities in particular may wish to utilize this cate-
gory, as it will focus Web filtering on offensive graphics that may be dis-
played in their public facilities.  
 
Tobacco (tb) 
This category includes URLs that sell, promote, or advocate the use of 
tobacco products, including cigarettes, cigars, and pipe, chewing, and 
snuff tobacco. 
  
Travel (tr) 
This category includes URLs designed to promote personal or business 
travel; such as hotels, resorts, airlines, ground transportation, car rentals, 
travel agencies, and general tourist and travel information. This also in-
cludes sites that enable users to purchase tickets or secure accommoda-
tions.  
 
Usenet Newsgroups (na) 
The Usenet Newsgroups category includes URLs that provide Web ac-
cess (http://) to Usenet newsgroups and archives of files uploaded to 
newsgroups. Also included are online groups that offer similar commu-
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nity oriented topic related content posting. Such sites present a risk to 
viewers because content ranges from harmless to offensive, yet these 
pages are not highly trafficked, making them difficult to categorise and 
provide coverage for each group page.  
 
Violence (vi) 
The violence category includes real or lifelike images or text that portray, 
describe, or advocate physical assaults against humans, animals, or in-
stitutions (for example: depictions of war, suicide, mutilation, dismem-
berment). Sites showing the outer end of this spectrum, such as depic-
tions of torture, gore, or horrific death, are also rated as Extreme. 
  
Visual Search Engine (vs) 
This category includes URLs that provide images specific search results 
such as thumbnail pictures. Although many visual search engines at-
tempt to filter results, there is a risk that offensive images may be re-
turned based upon key search words.  
 
Weapons (we) 
This category includes URLs that provide information about buying, mak-
ing, modifying, or using weapons such as guns, knives, swords, paintball 
guns, as well as ammunition, explosives, and weapon accessories. 
Weapons pages may highlight personal or military use. 
  
Web Ads (wa) 
This category includes URLs that provide ad hosting or programs that 
create advertisements. For example: links, source code or applets for 
banners, popups, and other kinds of static or dynamically generated ads 
that appear on Web pages. Aggressive advertising adware is covered 
under the Spyware/Adware category. 
  
Web Mail (wm) 
URLs in this category provide access to email. Web Mail sites can ex-
pose users to harmful content delivered via e-mail file attachments.  
 
Web Phone (wp) 
This category includes sites that enable users to make telephone calls 
via the Internet or obtain information or software for this purpose. Web 
Phone service is also called Internet Telephony, or Voice Over Internet 
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Protocol (VoIP). Web phone service includes PC to PC, PC to phone, 
and phone to phone services connecting via TCP/IP networks.  
 
Exceptions 
 
Business  
This category includes URLs that provide information, services, or prod-
ucts that help other businesses plan, manage, and market their enter-
prises. Also included are pyramid schemes and multilevel marketing ven-
tures. This category may also be used as an exception to allow access to 
sites that have a business focus, but may belong to other categories 
such as Shopping/Merchandizing, Auction, Travel, etc. 
 
Education/Reference  
This category includes Web pages devoted to academic subject matter 
such as math, history, science, literature, and general reference sites like 
online dictionaries and atlases. Also included are home pages of col-
leges, universities, and K-12 schools. This category may also be used as 
an exception to allow access to sites that may belong to another cate-
gory, such as Sexual Materials, Nudity, or Violence, but relate to an edu-
cational topic such as classic literature, history, art, or sex education. 
 
For Kids  
This category includes family-safe sites that are designed specifically for 
children (approximately ages ten and under). This category may also be 
used as an exception to allow access to sites that have a primary educa-
tional or recreational focus for children but belong to other categories 
such as Games, Entertainment/Recreation/hobbies, Art/Culture/Heritage, 
etc. 
 
Health  
This category contains URLs with topics designed to improve an individ-
ual's well-being. Sites may provide information on new medications, al-
ternative medicine, medically related sex or drug therapies, fitness, men-
tal health, parenting, or support groups. This category may also be used 
as an exception to allow access to sites that have a medical focus but 
may belong to another category such as Nudity, Sexual Materials, Grue-
some Content, etc. 
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History  
This category may be used as an exception to allow access to sites that 
are non-fictional and historically significant, which may belong to other 
categories such as Politics/Opinion, Sexual Materials, Violence, etc. This 
category is designed specifically for content that may be suitable for a 
mature classroom environment. 
 
Moderated  
This category may be used as an exception to allow access to bulletin 
boards, chat sites, or search engines where the author or publisher of 
these sites state that efforts are made to prevent offensive material from 
being posted or delivered. 
 
Text/Spoke Only 
This category may be used as an exception category to allow explicit text 
and recorded material to be accessed when graphical content may be 
blocked using the Pornography, Violence, or Sexual Materials catego-
ries. Libraries or Universities in particular may wish to utilize this cate-
gory, as it will focus Web filtering on offensive graphics that may be dis-
played in their public facilities. 

Recommended category settings for differing User Groups  

Please note: These recommendations are quite restrictive and are meant 
as a guide only. Individual organisations should make their own active 
decisions to allow or block categories. 

 
 Level1 Level2 Level3 
Level of Blocking Low Medium High 

SmartFilter Categories    
Alcohol  Tick Tick 
Anonymizers Tick Tick Tick 
Anonymizing Utilities Tick Tick Tick 
Art, Culture, Heritage  Tick Tick 
Auction, Classifieds   Tick 
Blogs, Wikis  Tick Tick 
Business  Tick Tick 
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Chat  Tick Tick 
Content Server   Tick 
Criminal Activities Tick Tick Tick 
Dating, Social Networking  Tick Tick 
Digital Postcards  Tick Tick 
Drugs Tick Tick Tick 
Education, Reference    
Entertainment   Tick 
Extreme Tick Tick Tick 
Fashion, Beauty  Tick Tick 
Finance, Banking   Tick 
Forum, Bulletin Boards  Tick Tick 
Gambling  Tick Tick 
Gambling Related  Tick Tick 
Games   Tick 
Game/Cartoon Violence  Tick Tick 
General News    
Government, Military   Tick 
Gruesome Content Tick Tick Tick 
Hacking, Computer Crime Tick Tick Tick 
Hate, Discrimination Tick Tick Tick 
Health   Tick 
Historical Revisionism Tick Tick Tick 
Humor, Comics   Tick 
Illegal Software Tick Tick  Tick 
Incidental Nudity Tick Tick  Tick 
Information Security   Tick 
Instant Messaging  Tick Tick 
Interactive Web Apps Tick Tick  Tick 
Internet Radio, TV  Tick Tick 
Internet Service  Tick Tick 
Job Search   Tick 
Malicious Sites Tick Tick Tick 
Marketing, Merchandising  Tick Tick 
Media Download  Tick Tick 
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Media Sharing Tick Tick Tick 
Mobile Phone  Tick Tick 
Messaging  Tick Tick 
Non-Profit Org., Advocacy, 
NGO   Tick 
Nudity Tick Tick Tick 
Online Shopping  Tick Tick 
P2P, File Sharing  Tick Tick 
Parked Domain   Tick 
Personal Network Storage  Tick Tick 
Personal Pages  Tick Tick 
Phishing Tick Tick Tick 
Pharmacy  Tick Tick 
Politics, Opinion   Tick 
Pornography Tick Tick Tick 
Portal Sites  Tick Tick 
Profanity Tick Tick Tick 
Provocative Attire Tick Tick Tick 
Public Information   Tick 
Real Estate   Tick 
Recreation, Hobbies   Tick 
Religion, Ideology   Tick 
Remote Access  Tick Tick 
Resources Sharing  Tick Tick 
Restaurant    Tick 
School Cheating Information Tick Tick Tick 
Search Engines    
Sexual Material Tick Tick Tick 
Shareware, Freeware  Tick Tick 
Software, Hardware   Tick 
Spam URL’s Tick Tick Tick 
Sports   Tick 
Spyware, Adware Tick Tick Tick 
Stock Trading   Tick 
Streaming Media  Tick Tick 
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Tasteless, Gross Tick Tick Tick 
Tech Information   Tick 
Technical/Business Forum   Tick 
Tobacco  Tick Tick 
Travel   Tick 
Usenet Newsgroups   Tick 
Violence Tick Tick Tick 
Visual search engines  Tick Tick 
Weapons  Tick Tick 
Web Ads Tick Tick Tick 
Web Mail  Tick Tick 
Web Phone  Tick Tick 
    
Exceptions    
Business    
Education/Reference Tick Tick Tick 
For Kids Tick Tick  
Health Tick   
History Tick   
Moderated     
Text/Spoke Only    
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Netsweeper Categories 

Filtering Category Definitions  

This list identifies and describes the Netsweeper categories that are visi-
ble to the user/administrator. There are also a number of internal catego-
ries that are generally not visible to the user/administrator that are used 
to manage error conditions or internal processing.  

It is possible for a URL to belong to more than one category. 

 
Adult 
The adult category encompasses categories that are not appropriate for 
children. They are the most extreme categories that usually are filtered 
for schools. These categories are often filtered for businesses as well, 
since some of the categories could have legal ramifications to busi-
nesses. 
 
Adult Image 
This category includes URLs that reference, discuss, or show pornogra-
phy, pictures, videos, or sexually oriented material. This category in-
cludes nudity, soft and hard-core pornography, sadomasochism, bestial-
ity, child porn, fetishes, stories, adult magazines, toys, or any sexualre-
lated purchase. This category is similar to the category Pornography but 
not the same. The difference between the two categories is that the Adult 
Image category is based on image scanning and the Pornography cate-
gory is based on textual content. 
 
Alcohol  
This category includes URLs that reference information related to alco-
hol, including wine, spirits, beer, cocktail recipes, homemade alcohol, or 
any other alcoholic drink. It also includes information about bars, pubs, 
nightclubs, bartending, liquor sales, as well as hangovers and other side 
effects of alcohol. 
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Alternative Lifestyles 
This category includes URLs that reference habits or behaviors related to 
social relations, dress, or recreation. These behaviors are typically im-
portant enough to significantly influence the lives of a sector of the popu-
lation and hence can be used as a basis of social classification. Web-
sites assigned to this category are not pornographic, but may deal with 
lifestyle choices that are sexual in nature. 
 
Criminal Skills  
This category includes URLs that reference instructions or methods that 
promote, encourage, or provide the skills to do anything that is generally 
considered to be illegal, criminal, harmful to the general public, and/or 
that are forbidden by laws. This category does not necessarily reflect 
the laws of any particular region or country. This category includes web-
sites that promote academic cheating or software hacking/key breaking. 
It typically excludes any website that deals with the prevention of criminal 
activity. 
 
Extreme  
Extreme websites contain things that are considered far from normal. 
These URLs are categorized as such for their degree of intensity. The 
pages are usually violent and may depict or promote torture, mutilation, 
eating disorders, or other dangerous or disturbing activities. This cate-
gory does not include pornographic fetishes or widely accepted "extreme 
sports", such as rock climbing, skiing, or other achievements. 
 
Gambling  
This category includes websites that directly provide the ability to place a 
bet or to determine the outcome of a bet, as well as websites that pro-
mote or facilitate gambling. It also includes websites that range from 
purely factual to strategic to cheating, websites related to lotteries or 
looking up winning numbers, bingo websites, and websites that are for 
sports betting. This category excludes websites that are clearly support 
websites for gambling addiction. 
 
Hate Speech  
Hate Speech is the portrayal (written, verbal, illustrated, etc) of views that 
are intentionally overwhelmingly critical or offensive to a person. It is in-
tended to degrade, intimidate, or incite violent or prejudicial actions 
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against someone based on race, ethnic affiliation, nationality, gender, 
sexual orientation, religion, disability, or profession. Any description of 
one of these groups or group members that uses strong or crude lan-
guage, explicit sexual references, or obscene gestures is considered 
Hate Speech. 
 
Match Making 
Match Making is the process of introducing people for the purpose of 
dating, mating, and friendship. The URLs in this category include topics 
related to dating services, dating advice and tips, relationships, listings or 
personal advertisements, and on-line dating services. 
 
Occult 
This category includes websites involving the study of secret or hidden 
knowledge such as: cults, supernatural forces and events, occult lore, 
vampires, astrology, witchcraft, mysterious symbols, and other phenom-
ena beyond ordinary understanding. It includes websites about these 
topics that are historical or factual in nature and/or promote such prac-
tices. 
 
Pornography  
This category includes URLs that reference, discuss, or show pornogra-
phy, pictures, videos, or sexually oriented material. This category in-
cludes nudity, soft and hard-core pornography, sadomasochism, bestial-
ity, child porn, fetishes, stories, adult magazines, toys, or any sexual re-
lated purchase. This category excludes sex education websites. 
 
Profanity 
This category includes websites with words that are generally considered 
obscene, vulgar, or derogatory. This includes the use of so-called "four 
letter words", racist or sexist terms, and objectionable sexual references. 
 
Substance Abuse 
This category includes URLs that provide information on illegal drugs 
used for recreational rather than medical purposes, or URLs that pro-
mote the abuse of legal drugs. This category includes websites that pro-
mote the use of any substance that produces a hallucinated effect on self 
or others. It excludes informational websites that are clearly intended to 
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provide description of drugs and substances, their negative effects, and 
addiction potential. 
 
Weapons  
This category includes websites with information related to the promo-
tion, sale, or discussion of weapons. Weapons are any form of device 
used in combat that can injure or kill, such as guns, knives, or swords. 
Websites with information on how to build weapons or bombs are in-
cluded in Criminal Skills. 
 
Advanced 
The advanced categories include advanced Internet functions such as 
file sharing and instant messaging, as well as categories that are specific 
to Netsweeper. 
 
Email  
Email is a protocol that allows you to send and receive text, HTML, im-
ages, and other data files. 
 
File Sharing  
File sharing is the sharing and delivery of user specified files among 
groups of people who are logged on to a file sharing network. Napster 
was the first mainstream peer to peer software that enabled large-scale 
file sharing. 
 
General  
This category includes URLs that do not belong to any other category. 
The majority of the Internet is assigned to this category. Do not block this 
category unless you are filtering in an “allow list only” mode. 
 
Global List  
Global List is a list category that indicates the requested URL was found 
in a global allow or deny list. This is a list of systemwide URLs that have 
been deemed by the administrator of the Policy Server as appropriate or 
inappropriate. The global lists are set on the Policy Server and are ap-
plied for all users using that Policy Server. 
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Images  
The Images category includes URLs for an image file, determined by file 
name extension (example: www.netsweeper.com/images/logo.jpg). 
Generally, Images should not be blocked. 
 
Instant Messaging  
Instant Messaging is a form of electronic communication that involves 
immediate correspondence between two or more users who are online 
simultaneously. This includes textbased clients, as well as voice and vid-
eo capable Instant Messaging clients. 
 
Invalid Serial 
The Netsweeper Distribution Server returns the Invalid Serial category 
when it detects the serial number of the Policy Server is invalid. (The 
Policy Server sends its serial number to the NDS with each categoriza-
tion request.) The Policy Server then displays an Invalid Serial Number 
deny page to the user. All pages will be denied until the Policy Server 
serial number is corrected or properly registered with the Distribution 
Server network. 
 
IWF 
Websites in this category have been identified by the Internet Watch 
Foundation as containing potentially illegal child abuse images. URLs in 
this category are omitted from all reports. This list is not managed by 
Netsweeper. For more information, see IWF's website at 
http://www.iwf.org.uk/ 
 
Local List  
Local List is a list category that indicates the requested URL was found 
in a local allow or deny list. (For the Client Filter Personal Edition, this is 
the allow/deny list for the account as set in the Profile Manager. For the 
Enterprise Filter and the Client Filter Professional Edition, it is the al-
low/deny list set for each specific Group.) 
 
Misc Protocols 
These are other application protocols like FTP and Newsgroups (NNTP). 
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Network Timeout  
The Network Timeout category indicates that the Policy Server could not 
obtain a category due to network latency or congestion. The New URL 
category is always assigned to the categorization request made when a 
Network Timeout occurs. 
 
Network Unavailable  
The Network Unavailable category indicates the Policy Server could not 
communicate with the Category Naming Service. This can be caused by 
Internet connectivity issues or other technical reasons. Categorization of 
new content will be unavailable until the problem has been corrected. 
The New URL category is always assigned to the categorization request 
made when the Network is unavailable. 
 
New URL  
New URL is a temporary category assigned to a URL that has not been 
categorized before or whose categorization has expired. Blocking the 
New URL blocks any URL that has not already been categorized or 
whose categorization has timed out. Normally, revisiting a URL immedi-
ately after being denied as New URL will return the appropriate category 
for the URL (it takes about one second to categorize a URL). If you block 
New URL you are failing closed (deny) on any new URL; if you do not 
block New URL you are failing open (allow) on any new URL. 
 
No Text  
No Text is used when the file extension of this page is not recognizable 
by the Categorization Engine. Blocking is entirely based on the file ex-
tension. Generally, No Text pages should not be blocked. 
 
Override Filtering  
Override Filtering is a system category indicating that filtering for this us-
er/group is disabled and access is allowed to URLs that would otherwise 
be blocked. All requests are still logged and sent to the Reporting Server. 
 
Redirector Page  
This category indicates a URL that redirects the user to another page. 
Do not block this category unless you are filtering in an 'allow list only' 
mode. 
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Streaming Media  
These are application protocols like Shoutcat, iTunes, RealPlayer, Wi-
namp, etc. 
 
System List  
System List is a list category that indicates the requested URL was found 
in a system allow or system deny list. This is a list of systemwide URLs 
that have been deemed by the administrator of the Policy Server as ap-
propriate or inappropriate. The system lists are set on the Policy Server 
and are applied for all filters using that Policy Server. The System List 
overrides the Global and Local Lists. 
 
Unauthorized Access  
Unauthorized Access is a system category used when the Policy Server 
can not assign the user to a Group Policy and there is no default Group 
defined. It is also known as Unknown IP since the request cannot be as-
sociated with a filtering group. 
 
Unknown Category  
Any categories that the Reporter does not recognize are reassigned to 
'Unknown Category'. If this category starts to appear in your reports, 
Netsweeper has changed some of its categories or has made some new 
categories available. If this occurs, we recommended that you contact 
Netsweeper to upgrade the categories on your Policy Server. 
 
Voice Over IP (VOIP)  
Voice Over IP allows one to conduct telephone conversations over an 
Internet connection. Calls to other VOIP users are often free, while tolls 
are charged for calls to regular telephone and mobile telephone num-
bers. 
 
Webadmin Access 
Webadmin Access is a system category indicating that the Webadmin 
was accessed. This can indicate the deny page was displayed to the us-
er. 
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Entertainment 
The entertainment categories are the categories that are harmless enter-
tainment, such as sports, and games. 
 
Arts & Culture  
Art is a product of human creativity. It is the creation of meaningful 
things; yet it does not need to be innovative to be good. Culture refers to 
human activity. Varying definitions of culture reflects the different theo-
ries for understanding and valuing human activity. Art that includes the 
human body with an erotic intent is typically included in this category and 
the pornography category. 
 
Entertainment  
Entertainment includes all things pertaining to music, recreation, 
amusements, fan clubs, gossip, celebrities, movies, or any other form of 
casual diversion. This category also includes personal websites devoted 
to movies and television shows. Websites overwhelmingly critical of an 
entertainer or group are categorized as Hate Speech. 
 
Games 
This category includes websites that have games or information about 
games, electronic games, computer games, card games, board games, 
Internet games, and so on. This category also includes strategies, 
cheats, and any websites that promote game makers, websites, or sell-
ers. 
 
Humor 
This category includes URLs that are intended to entertain or make peo-
ple laugh and feel happy. It includes jokes, funny pictures, comic pages, 
comedy clubs etc. This category could include some profane humor. 
 
Sports 
This category includes any physical activity for the recreational purpose 
of competition or self enjoyment. Sports typically involve side by side 
competition and a scoring system. This category includes athletics, rac-
ing, hunting, baseball, football, basketball, soccer, hockey, and so on. 
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Hidden 
These are not categories, but instead are used when a user tries to 
search for something, to get around the filtering. The results of a search 
for any of the Search Keywords will be blocked, as long as the search 
engine used uses the safe search function. 
 
Safe Search 
Safe Search is a mechanism to force the safe search mode on a number 
of common search engines. Netsweeper Safe Search works with the fol-
lowing search engines: Yahoo, Google, MetaCrawler, Excite, Lycos, 
AOL, dogpile, hotbot, alltheweb. Although Alta Vista offers a safe search 
function, we do not recommend relying on it. Note that if the Search En-
gine category is blocked, no search engines are allowed, whether Safe 
Search is turned on or not. Generally, safe search should be turned on. 
 
Search Keywords 
Search Keyword is a System Category. On the Policy Server, administra-
tors have the ability to define a list of words or phrases as keywords. 
When the Search Keywords in URL category is turned on, any URL de-
tected as a Search Engine is parsed looking for a match with the key-
words. If there is a match, the URL is denied. When this category is 
turned on, any URL returned with New URL is also automatically 
scanned for keyword matches and denied if there is a match. 
 
Information 
These categories include websites that are informative, such as news 
sites. 
 
General News  
This category includes websites which involve the reporting of current 
events by local, regional, or mass media in the form of newspapers, tele-
vision, radio programs, and websites on the World Wide Web. Most 
news is investigated and written or broadcast by journalists (or reporters) 
and often distributed via news agencies. This category includes any 
mainstream newspaper,television stations, and radio station website. 
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Journals and Blogs  
Journal and Blogs (or web logs) are electronic diaries or personal chroni-
cles, intended for open communication and sharing of thoughts, knowl-
edge, and opinion. This category includes websites that range from per-
sonal and medical to literary and culturally-oriented publications. This 
category typically does not include electronic forms of mainstream mag-
azines and newspapers. Also does not include personal/family web pag-
es unless there is a diary or blog component. 
 
Political 
Politics is the process and method of decision making for groups of hu-
man beings. Although it is generally applied to governments and politics, 
it is also observed in all human group interactions including corporate, 
academic, and religious. This category includes websites related to the 
structure or affairs of government, politics, or the state. 
 
Portals 
Portals are web-based applications that provide a single starting point to 
retrieve information from multiple sources. For example, the content of a 
portal could include web searching, news, free-email, discussion groups, 
online shopping, references, and other services. 
 
Religion 
Religion is any specific system of belief, worship, or conduct that pre-
scribes certain responses to the existence of a God or Gods. This cate-
gory includes URLs related to or dealing with religious beliefs, practices, 
faith, churches, worship, and so on. 
 
Self Help 
This category includes websites which provide the information or support 
for an individual or a group to better themselves economically, intellectu-
ally, physically, or emotionally. This category ranges from therapy meth-
ods to support groups. 
 
Sex Education 
Sex Education is the study of human reproduction, sexual intercourse, 
and other aspects of human sexual behavior. Websites in this category 
usually describe the various stages of reproduction including the concep-
tion, the embryo, the fetus, and the birth of the baby. It also includes top-
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ics such as sexually transmitted diseases, abortions, contraception, ab-
stinence and sex advice. 
 
Technology 
Technology is the development and application of tools, machines, mate-
rials, and processes that help to solve human problems. This category 
includes websites that pertain to technology related content. It also in-
cludes websites that offer a software download, either for free as a trial 
or for purchase. 
 
Travel 
Travel is the transport of people on a trip or journey, primarily for vaca-
tion, tourism, or family outings. This category includes websites that have 
discussions of favorite travel destinations, discounts for travelers, special 
events in different cities, travel guides, vacations, accommodation, 
transportation, regulations, maps, weather, and bookings. It also includes 
websites directed toward business travel. 
 
Miscellaneous 
These categories do not fit in to one of the other larger groupings of cat-
egories. 
 
Investing  
This category includes websites for Internet banking systems that allow 
users to invest online, view their equity portfolio, and ask the bank to buy 
shares or bonds on their behalf. It also includes URLs about stocks and 
quotes, money management, online publications, banks, discount bro-
kerage services, mutual funds, and portfolio management. 
 
Job Search  
Job Search websites allow people to search and apply for employment 
positions. This category also includes URLs which include resume writ-
ing and interviewing skills, career information, classified advertising, job 
databases, and job application pages. 
 
Sales  
The Sales category includes any website offering consumers the ability 
to purchase products or services online. In some cases, it may include 
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websites that provide a catalog of products that are offered for sale off-
line. 
 
Search Engine  
A Search Engine is a tool that helps web users to search the Internet 
using keywords. Some Search Engines work by automatically searching 
the contents of other systems and creating a database of the results, and 
other Search Engines include only material manually approved for inclu-
sion in a database. Some combine the two approaches. Many Internet 
pages offer some form of search function. Blocking Search Engines 
blocks only websites whose sole purpose is Internet search. 
 
Web Chat  
This category includes websites that contain computer programs that 
enable two-way communication between users within an active browser 
window. This category includes any type of instant messaging and fo-
rums that talk about current events, debate, and share common inter-
ests. This category does not block instant messaging applications that 
are run outside a browser, such as MSN, AIM, or Yahoo Messenger. 
 
Web E-mail 
The Web Email category includes websites that permit users to send and 
receive text, HTML, images, and other data files to each other. This cat-
egory does not block email client applications that run outside a browser, 
such as Outlook, Thunderbird, or Eudora. 
 
Security 
The security categories are the categories that pose threats to your 
computer, or websites that could potentially help the user get around the 
filtering. 
 
Adware 
Adware, while not necessarily malware or spyware, is advertising that 
goes beyond what one would reasonably expect while surfing the Inter-
net. Banner ads and pop-up ads in this category can be used to track 
your activity and display ads based on your surfing patterns. Ads and 
other marketing materials are typically drawn from an ad server at a dif-
ferent website. This category includes URLs that are advertisements. If 
you block the adware category, many portal pages may appear broken - 
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what is actually happening is that the advertisements are being blocked 
while the main content is still displayed. Most frequently visited web pag-
es are actually composed dynamically, drawing data from several 
sources at once. Each portion of a page drawn in from a unique location 
is categorized and filtered separately. 
 
Directory 
The Directory category includes URLs that produce a directory listing 
instead of a default htmlpage. This page is generated by the remote web 
server if no default html page is available and directory browsing is en-
abled. These directory files can be images, movies, applications, or any 
other type of file. Each individual file within the listing will be assigned a 
category once requested. Generally, Directory websites should not be 
blocked. 
 
Host is an IP  
This category identifies a request that is in the form of an IP address. 
This means the DNS or host name was not used. It is possible that al-
lowing this type of request could in some circumstances override normal 
content filtering settings. Generally, pages accessed by IP should be 
blocked. 
 
Intranet Servers  
Intranet Servers are remote servers which are not located on the Inter-
net. The Netsweeper categorization servers will not be able to scan 
these websites for content. These are normally servers located behind 
firewalls and on your local area network. 
 
Malformed URLs  
This category is used when a URL is not valid (for example the following 
URL with a semicolon instead of a colon: http;\\www.google.ca). Gener-
ally, malformed URL pages should be blocked. 
 
Phishing  
This category includes URLs that are known or suspected phishing web-
sites. These are typically financial fraud or identity theft websites. Block-
ing this category does not guarantee that ALL fraud or phishing websites 
will be blocked. Generally, phishing pages should be blocked. 
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Proxy Anonymizer  
This category includes URLs that allow a user to mask their identity on-
line. These websites can be used to bypass the filtering. Therefore, ano-
nymizer pages should be blocked. 
 
Under Construction  
This category indicates a website that has been identified by the owner 
as being incomplete or under construction. Generally, Under Construc-
tion pages pose little threat and need not be blocked. 
 
Viruses 
This category includes known or suspected URLs associated with com-
puter viruses. Selecting this as a category to block does NOT guarantee 
that all viruses websites will be blocked. Selecting this category does 
NOT inspect email attachments or files copies or downloaded to the 
computer. You should take additional precautions to avoid viruses. 
 
 

URL Checker 

To check an individual URL against the Netseeper database and see 
which category it is listed under, please use the following URL: 

http://www.netsweeper.com/Support/Test a Site   



Notes 
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