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Chapter Nineteen (d): Information about Email Filter Policy 

 
 

 
Summary of Chapter: 

 What each Email Filter Policy Setting allows you to do. 
    Configuration of the Policy Tree   Reset  Basic Email Tests 

 Understanding the structure of the Email Filter Policy Tree. 
 What makes up the Email Filter Policy tree? 

   Pattern               Action               Policy               Template  
 A brief description on the Quarantine and Review & Learn options.  

What you need: 
 Knowledge of Admin user account and valid password for your Pilot. 
 Email account/s set-up on the Pilot. Please see Chapter 4 for more details. 
 A UTM PoP code. You can purchase this from the following address: 

http://www.equiinet.com/ordering/default.asp 
Software Revision Required:  

 Applicable to software revision 5.2.0 > NetPilots 
 

(NetPilot will be referred to as ‘Pilot’. All image examples are of a NetPilot.) 
 
 

 

Email Filter Policy Tree Set-up: 
 Log on to the Pilot as shown in Chapter One (b). 
 From the left-hand side of the screen, select ‘Email’, then ‘Filter Policy’ and then 

‘Settings’. (All links are highlighted below). 
 
 
 
 
 
 
 
 
 
 
 
 

 You will be presented with the three links shown above; these three links are described in 
brief below, for more information please see the sub-section Chapter 19(da). 
 
Basic email tests: this link will activate and display the results of the basic email tests, used 
to test the set-up of the Email Filter Policy Tree. If the system finds anything unexpected the 
basic email tests will fail, and a warning will be shown in red text.  
 
Configuration: this link will allow you to select the order in which the policies of the Email 
Filter Policy Tree are applied to emails coming through the Pilot. In this screen you can also 
decide how long the Pilot will keep the Email Headers. 
 
Reset: this link allows you to reset the ‘Policy Tree’ and its related options back to default. It 
will reset settings under the Email Filter Policy, Spam and Virus sections. 
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Email Filter Policy Tree Structure: 
 From the left-hand side of the screen, select ‘Email’, then ‘Filter Policy’ and then ‘Policy 

Tree’. (All links are highlighted below). 
 
 
 
 
 
 
 
 
 
 
 
 
 

 When you first see the ‘Policy Tree’ none of the branches will be opened, as shown above. 
To open the tree, select all ‘plus’ signs next to the ‘Policies’ which are shown in bold. 
 

 Once you have opened all branches on the ‘Policy Tree’, you will be presented with a 
similar screen as shown below and on the next page. (This screen is cut down into 6 sections). 
 
 All ‘Policies’ are in ‘bold’ 
 All ‘Patterns’ are in ‘plain text’ 
 All ‘Actions’ are in ‘italic’ 
 
Email Filter Policy Tree Structure Explained: 
 

 When an email goes through the ‘Policy Tree’ it will begin at the Policy ‘Start’, and then 
continue on to the ‘Virus Policy’ branch (if this licence is activated). Once the email has been 
checked for viruses and none have been found, it will continue down the tree.  
 

 If the email has come through the ‘email posting server’ by default on the ‘Trusted’ or 
‘Controlled’ firewall, it will match the ‘if source in mail relays’ which will run the ‘Trusted 
Policy’.  
 

 If the mail has come through the ‘local email delivery’ by default on the ‘DMZ’/‘Friends’ 
or ‘Internet’ firewall, it will match the ‘Untrusted Policy’. 
 

 Within the ‘Untrusted Policy’ the email will be scanned by the ‘Spam Policy’.  
 

 If the email passes through the ‘Spam Policy’ it will be delivered to the correct recipients. 
 

 At the bottom of the ‘Policy Tree’ there is a separate ‘Policy’ called ‘Remind’ this is only 
applied to the emails in ‘Quarantine’.  
 

 The process of what happens in each of the specific ‘Policies’ is described along side the 
appropriate screens below: 
 
 

‘Start’ (any email going through the Pilot will begin here): 
 
Then if ‘forward a copy’ is activated, a copy of the email 
will be sent to the entered email address.  
(This is off as default. For more details on how to edit this please see 
Chapter 19(db)). 
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‘Virus Policy’: 
 

If ‘Virus found’ the Pilot will ‘discard silently’ 
 

If ‘Virus-scan problem’ the Pilot will ‘discard silently’ 
(We recommend you change this setting to Quarantine) 
 

In the ‘Actions’ of the Virus Policy the Admin and 
recipient will be notified of the Virus/Problem by email. 

 

To find out more information on how to change the default ‘Virus redirection’ 
settings, see Chapter 19 (b). 

 
 
 

‘Trusted Policy’: 
 

 
If ‘Spam-assessment is enabled’ the Pilot will ‘do 
nothing’ to the mail as it is from a Trusted source. 
                                      

‘Deliver outgoing’ this footer can be edited under 
‘Email’ – ‘To the Internet’ – ‘Email Footer’ 
 

 

 
‘Untrusted Policy’: 
 

 
If ‘Spam-assessment enabled’ run ‘Spam Policy’ 
 

If Spam-assessment is enabled and once the individual 
mails have got through all the ‘Policies within the 
‘Spam Policy’ they will be delivered and learnt as ham. 
The mail will not return to the ‘Untrusted Policy’ to be 
delivered a second time. 

 
 

‘Spam Policy’:  

 
 

If the ‘spam level (score) is greater or equal to 9’ then 
‘learn spam and discard’  
 

If ‘spam level (score) is greater or equal to 1’ then 
‘deliver incoming’ (We recommend you change this 
setting to Quarantine) 
 

If the mail passes through the Spam-assessment 
thresholds ‘learn ham and deliver’. 

 
To find out more information on how to change the default ‘Spam Policy’ settings, see 
Chapter 19 (b). 

 
‘Remind’: 
 

 
If the ‘quarantine age is greater then 1 month (30 days)’ 
‘discard silently’ 
 
If the ‘quarantine age is greater then 1 week (7days)’ 
‘remind’. 
 



Ref: 9741 
 

Version Five                                            Chapter Nineteen                                       Page 4 of 4 

What makes up the Email Filter Policy Tree: 
 

 The ‘Policy Tree’ contains ‘Policies’; under each ‘Policy’ is a set of rules, these are defined 
by ‘Patterns’ and ‘Actions’. Therefore, if an email header matches a ‘Pattern’, an ‘Action’ 
will be performed. (An ‘Action’ can sometimes contain a ‘Template’). 
 

 ‘Policies’, ‘Patterns’, ‘Actions’ and ‘Templates’ can be edited under ‘Email’ – ‘Filter 
Policy’ – ‘Edit’. 
 

 By using ‘Templates’ and ‘Actions’ you can create an Auto Response email to be sent to 
the recipient, original sender, Admin or another email address, once the assigned ‘Pattern’ has 
been matched. 
 
For more information on the above please see the relevant sub-section: 
 

 ‘Templates’  = 19 (dc) 
 ‘Actions’       = 19 (dd) 
 Auto Responses  = 19 (de) 
 ‘Patterns’       = 19 (df) 
 ‘Policies’       = 19 (dg)  

 
 
 
Quarantine: 
 

 This is where the quarantine mail is stored. Admin can see all the mails caught by the 
Spam or Virus scanners stored here. In Quarantine Admin can reclassify these emails, to be 
delivered and learnt as ‘Ham’, or to discard and learn as ‘Spam’.  
 

 Quarantined mail is kept for a month before it is deleted. A reminder will be sent every day 
after the mail has been kept for a week, to remind the Admin user that it needs to be checked 
and classified. 
 
For more information on the Quarantine screen, please see Chapter 19 (e). 
 
 
 
 
Review & Learn: 
 

 Review and Learn has a similar layout as the Quarantine screen. However, the mails shown 
here are mails which have passed through the Pilot. They will be separated into the categories 
or patterns that they have matched.  
 

 You can view all the mails, or select one of the categories or patterns that they have 
matched.  
 

 Review and Learn will show as many emails as it can find within a certain time limit. The 
number of emails it shows will depend on how busy the network is. The busier the network 
the fewer emails the Review & Learn screen will display. 
 
For more information on the Review and Learn screen, please see Chapter 19(f) 


