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Chapter Nineteen (f): Review & Learn 

 
 

 
Summary of Chapter: 

 How to view the mails gone through the Pilot and Reclassify them if necessary. 
 How to view summaries of the email headers. 
 How to view the full email headers. 

What you need: 
 Knowledge of Admin user account and valid password for your Pilot. 
 Email account/s set-up on the Pilot. Please see Chapter 4 for more details. 
 A UTM PoP code. You can purchase this from the following address: 

http://www.equiinet.com/ordering/default.asp 
Software Revision Required:  

 Applicable to software revision 5.2.0 > NetPilots 
 

(NetPilot will be referred to as ‘Pilot’. All image examples are of a NetPilot.) 
 
 
 

General Information about Review & Learn: 
 Review and Learn has a similar layout as the Quarantine screen. However, the mails shown 

here are mails which have passed through the Pilot. They will be separated into the categories 
or patterns that they have matched.  
 

 Review and Learn will show as many emails as it can find within a certain time limit. The 
number of emails it shows will depend on how busy the network is. The busier the network 
the fewer emails the Review & Learn screen will display. 
 
Review & Learn: 

 To access the ‘Review & Learn’ features, select the following from the left-hand side of 
the screen, select ‘Email’, then ‘Filter Policy’ and then ‘Review and Learn’. (All links are 
highlighted below). 

 
 
 

 Once a few mails have 
been sent through the Pilot, 
you will be presented with a 
similar screen as shown left.  
 

 The options in the 
‘Review & Learn’ screen 
are explained in brief below. 
 

 
 ‘Search Headers for’: enter a specific word, phrase, email address that you wish to find in 

‘Review & Learn’. E.g. if you want all emails address sent to user@domain.com enter ‘To: 
user@domain.com’, and then select the ‘Update’ button. 
 

 ‘Update’ button: This will refresh/update the screen to show recent arrived emails if the 
‘Search Headers for’ is blank. If the ‘Search Headers for’ text box has a value entered the 
page will refresh with the emails which have matched the value entered into this text box. 
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 The first set of radio buttons: contains the subtotal of emails that have matched the same 
criteria. 
 

 The first set of radio buttons: contains two options which are: 
  

    ‘View’: View all emails that have gone through the Pilot (except the mails which are being   
          held in Quarantine)     
    ‘Set Rule’: Set a rule for the email/s selected, (takes the similar characteristics of the   
        emails selected). The new rule added will take effect when a similar email is sent again. 
 

(These two options above are described in more detail on the next pages.) 
 
 

View: 
 In the main ‘Review & Learn’ screen, choose a group of mails from the first set of radio 

buttons, then the ‘View’ radio button from the second set of radio buttons, and then select the 
‘OK’ button. You will then see a similar screen to the below: 

 
 

 In this screen you can see all mails 
selected and what they are ‘Currently’ filed 
as. E.g. Spam, deliver and learnt as Ham 
etc 
 

 To see more information about the 
emails select the ‘detailed view’ link. 
 

 A Key is given at the bottom of the 
screen to show what each radio button 
column means. 
 
 

 

Detailed View: 
 If you select the ‘detailed view’ link the screen will change, as shown below. 

 

 
 You can now see the ‘detailed view’ of each mail. 

 

      Subject of the mail 
      Who the mail is from 
      Spam score which is shown by asterisks (this will     
            not be shown if the Spam scored is lower than 1) 
      The date and time the mail was sent 
      Who the mail was sent to  
      The size of the mail 
      The Policy it was matched in 
      The Pattern that was matched 
      The Action that was performed on the email 
 

 You can look through these emails and decide if they 
have been classified correctly.  
 

 If you believe any of these emails have been 
classified incorrectly you can select the relevant radio 
buttons given for the mails you want to reclassify. Once 
you have chosen the ones you wish to reclassify select 
the ‘OK’ button to confirm your decisions. 
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 When you are looking at the ‘Detailed View’ of the emails in Quarantine you can see the 
Spam score of the email; these are shown by asterisks, highlighted below.  

 
 
 

 After teaching your Pilot more about the 
companies Ham and Spam emails, you will 
see that the new emails being delivered 
will be scored more accurately by the Pilot 
as to whether they are Ham or Spam. 
 
 
 
 

Full email Headers: 
 If you wish to view the full Headers of any email to investigate further, select the subject of 

the specific email, which appears as a blue link. 
 

 Once you have selected an email’s subject, you will see a similar screen as shown below: 
 
 
 
 

 This screen contains the email’s 
Headers, message body (Message), the 
Headers the Pilot adds (Extra Headers) 
and also what ‘Policies’ and ‘Patterns’ 
the individual email matched in the 
Policy Tree (Log Entry). (For more 
information on ‘Policies’ and ‘Patterns’ please 
see Chapter 19(d)) 
 
 
 
 
 
 
 

 In the above section of the headers, you can see how the mail got delivered to the Pilot and 
how it was handled.  

 
 

 Left is a screen from the ‘Full Headers’ of an 
email, you can see what the individual mail scored. 
The score can help you keep an eye on legitimate 
mails. If a legitimate mail comes through the system 
and is caught in Quarantine when you believe it 
should be delivered then keep note of the score and 
what matched to make that score, then learn ham 
and deliver.  
 

 If then a similar mail comes through, look at the 
score again and see if it has matched the same 
criteria as before and if the score has gone up or 
down. 
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 At the bottom of the ‘Full header’ screen after the Log Entry you will see something 
similar to the below: 

 
 
 

 The Summary will briefly give you the final decision 
of what happened to the specific email you are viewing, 
and what it was learnt as. 
 
 
 

 
 
 

 You then have the option to ‘Test this mail against current tree’. This link will allow you to 
apply this email to the Policy Tree as it stands now.  
  

So for example, if you have just added a new ‘Policy’ to the Policy Tree and it was 
aimed at blocking or allowing the specific email selected, you can apply this email 
again to the Policy Tree which now contains the new ‘Policy’ to see if it matches. 

 

 The drop down box at the bottom of the screen will allow you to reclassify this individual 
mail as Ham or Spam. It will also give you the option to re-deliver the mail to the recipient. 
Once you have selected one of the three options from the drop down list, select the ‘OK’ 
button to reclassify or redeliver the individual mail. 
 
 
Set Rule: 

 In the main ‘Review & Learn’ screen, choose a group of mails from the first set of radio 
buttons, then the ‘Set Rule’ radio button from the second set of radio buttons, and then select 
the ‘OK’ button.  
 

 You will be presented with a similar screen as below.  
 
 

 In your screen you may have less 
options to select from, as the results 
given are based on what the emails 
have in common and from the common 
features you can create a rule e.g. Rcpt 
to, Mail from, subject etc. 
 

 
 

 The first drop down box shows the position in the ‘Policy Tree’ where this new rule will be 
applied. You can change this by selecting another option given in the drop down box. 
 

 Once you have made your selection select ‘OK’ and ‘OK’ again to confirm. 
 
All emails in Quarantine will now be run through the Email Filter Policy  
Tree again. Please use this option with great caution. (For more information  
on ‘Quarantine’ please see Chapter 19 (e)) 

 
 The newly created rule will be shown in the ‘Policy Tree’, where you can edit or delete it. 

 

 


