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Chapter Nineteen (df): Information on Patterns 

 
 

 
Summary of Chapter: 

 General Information on ‘Patterns’. 
What you need: 

 Knowledge of Admin user account and valid password for your Pilot. 
 A UTM PoP code. You can purchase this from the following address: 

http://www.equiinet.com/ordering/default.asp 
Software Revision Required:  

 Applicable to software revision 5.2.0 > NetPilots 
 

(NetPilot will be referred to as ‘Pilot’. All image examples are of a NetPilot.) 
 
 

Patterns: 
 
A pattern looks through an email to match the specific criteria that you have entered. 
 

 Log on to the Pilot as shown in Chapter One (b). 
 From the left-hand side of the screen, select ‘Email’, then ‘Filter Policy’, then ‘Edit’ and 

then ‘Email Patterns’. (All links are highlighted below). 
 
 

 You will be presented with a similar 
screen as shown left. 
 

 In this screen you can ‘Add’, ‘Edit’, 
‘Copy’ or ‘Delete’ a ‘Pattern’. 
 

 Before selecting the ‘Edit’, ‘Copy’ or 
‘Delete’ button, you will need to select the 
specific ‘Pattern’ you wish to change. 
 
 

 After selecting the ‘Add’, ‘Edit’, or ‘Copy’ button you will be presented with a similar 
screen as shown below: 
 

 Pattern name: Enter a name for your ‘Pattern’. 
 

 Pattern type: Select a ‘Pattern type’ from the drop 
down list provided, for that you want the Pilot to find a 
‘Value’. (Pattern Types are described in more detail below). 
 

 Custom Header: If you want the Pilot to search a 
specific ‘Pattern Type’ which is not in the drop down 
list, you can enter it here. However, you will need to 
select one of the ‘Custom header’ options from the drop 
down list. 

 

 Value: enter a word, phrase, domain, email address etc that you wish the Pilot to activate 
an ‘Action’ upon once the ‘Pattern’ in the ‘Policy Tree’ has been found. (For more information on 
‘Actions’ please see sub-section 19 (dc)). 
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Pattern Types: 
 Each individual ‘Pattern Type’ is described in more detail. They are in no particular order: 

 

Pattern Type (Header) Description 
The first group of ‘Headers’ below are special because the Pilot in various ways works out the information; these fields 
do not appear in the body of the mail. 

Mail From: 

This is taken from the SMTP envelope, as specified by the message's original sender. On 
legitimate email, it will be the sender's email address. Unfortunately, on Spam, it will almost 
certainly be forged, making it mostly useless, except perhaps for short-term blacklisting a 
persistent sender. 
It may have a legitimate use as a whitelist for a specific source, but be careful whitelisting the 
whole of a domain, particularly if it is well known, because, sooner or later, a Spammer will 
probably chance upon using that domain as their forged sender. 

recipient: 

This is taken from the SMTP envelope.  It is the email address of the message's intended 
recipient.  It is always trustworthy. The Pilot uses this address for final deliveries. There may be 
more than one `rcpt to' for a message with many recipients.  This is the header to use for bouncing 
or diverting email for a specific recipient. 

from IP Address 
(network/netmask): 

This is the address of the SMTP sender, which delivered the message to the Pilot.  Although it 
can't be forged as easily as the `mail from' header, it is common for Spammers to find gullible 
third parties to relay their Spam, so the addresses they use are likely to be very fluid. 
This value is chiefly useful in recognizing hosts on the local LAN and exempting them from relay 
and Spam checks. Used by the following ‘Pattern’: -  

  ‘source in mail relays’ 

From interface: 
This is the name of the network port the Pilot used to receive the message.  It may be useful if the 
Pilot is the gateway between two networks to which you want to apply different policies (but it's 
probably easier to use rcvd_ip in this case). 

size (min. size in bytes): This matches messages larger than the specified size. Used by the following ‘Patterns’:  
 ‘size > 1MB’         ‘size > 3MB’       ‘size > 9MB’ 

age (min. age in days): 
This matches messages, which have been quarantined for longer than the specified time. Used by 
the following ‘Patterns’: 

  ‘quarantine age > 1 day’       ‘quarantine age > 1 month’        ‘quarantine age > 1 week’ 
Pending log entry: This matches an ‘action’ made further up in the Policy Tree and performs a final decision. 

licence: This test checks if a particular feature is licenced on the Pilot. Used by the following ‘Patterns’: 
  ‘Spam-assessment enabled’       ‘Virus-scanning enabled’ 

The next group of options relate to the standard features in the email message itself.  

Search the message body: 

This may be used to recognize keywords in the body of a message. Some care is needed, 
however, since this option searches the raw text of the message, which may not be in the same 
form as what the recipient sees.  Messages are typically sent using the MIME standard, which 
specifies several optional encodings. Some of these encodings do not resemble plain text and 
cannot be searched usefully with this pattern type.  Using this option may substantially slow 
down delivery of the whole system since every message must be unpacked and scanned. 

Received: 

Every SMTP host, which processes a message and passes it on, adds a `Received' header.  
Reading these headers in order shows the path taken by the email from the sender to the recipient.  
The format is quite variable because different SMTP hosts use different email processing 
software, but most formats show the previous host's IP address and hostname and a date stamp. 
This header may be useful to whitelist or blacklist a particular mail relay. 

The three ‘Headers’ below are available to match other ‘Headers’, whether they are part of the official standard or 
added by some other process. For example, third-party virus-scanners or Spam assessment systems might insert headers 
flagging suspect messages. 
Custom header (regex) 
Custom header (numeric minimum) 
Custom header (numeric maximum) 
Custom header (internal)   This Custom Header will allow you to enter a custom string to match an ‘Extra Headers’. 
The four ‘Headers’ below may or may not be present.  They are all contributed by the original sender; therefore the 
same caveats about relying on them apply as with `mail from'. 
From 
To 
Subject 
Date 
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The ‘Extra Headers’ below may be added by the Pilot, depending on what licences are present and how it is 
configured.  They report the results of the virus and Spam checking.  As well as the Pilot using them in pattern tests, 
it is also possible for a user to configure their email client to use them to file or display a message differently. 

Header Description 

X-Virus-Info: 
If a virus is detected, this ‘Header’ shows its name and perhaps some additional information. 
Used by the following ‘Patterns’:     
     ‘virus found’         ‘virus or problem found’ 

X-Virus-Checked: This header indicates that the message has been examined by the virus-scanner. It shows the 
version of the virus-scanning engine. 

X-Virus-Scanning-
Problem: 

This header indicates that the virus scanner could not say that the message was clean. A virus is 
indicated specifically by the ‘X-Virus-Info’ ‘Header’; this header also indicates other problems, 
such as being unable to scan a file because it is encrypted. 
Used by the following ‘Patterns’:   

 ‘virus or problem found’       ‘virus-scan problem’      ‘virus-scan - encrypted message’ 

X-Spam-Flag (yes or no): 
This is a simple indication if the message's Spam score is above the Spam assessment threshold.  
It is mainly intended for the benefit of users who might wish to use their own email clients to sort 
messages in to good and bad folders. 

X-Spam-Level: 

This header shows the result of the Spam assessment as a row of asterisks (`*').  Good messages 
have fewer than 5 asterisks. Note that to match an asterisk in a pattern you must use `\*' to switch 
off the special meaning which an asterisk normally has in a regular expression. 
Note also that, although the score is actually calculated to an accuracy of one decimal place (as 
shown in the ‘X-Spam-Status’ ‘Header’), ‘X-Spam-Level’ can only display a whole number of 
asterisks. Used by the following ‘Patterns’:      
   ‘Spam level >= 1’        ‘Spam level >= 9’ 

X-Spam-Checker-Version: This displays the version number of the Spam assessment system. 
X-Spam-Status: Gives a brief description of what the Spam assessment system found when it scanned a message. 

X-Spam-Key: Each piece of evidence considered by the Spam assessment system is shown in a separate ‘X-
Spam-Key’ ‘Header’, together with the contribution it made to the overall score. 

 
 
 
Patterns: 
 

 In the ‘Patterns’ screen you can enter up to 256 characters in the ‘Patterns’ text box and up 
to 50 ‘Patterns’ on one ‘Pattern’ screen. 
 

 Each ‘Pattern’ has three buttons assigned to it on the right side of the screen. 
 
      To enter another ‘Pattern’ above select the top ‘Insert’ button.  
 

      To enter another ‘Pattern’ below select the bottom ‘Insert’ button. 
 

      To delete any of the ‘Patterns’, select the ‘Remove’ button next to the relevant ‘Pattern’. 
 

 The order of which the ‘Patterns’ are shown on the screen, will be the order the Pilot will 
search through them. 
 

 ‘Patterns’ are not case-sensitive.  
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 When you have the minimum of two ‘Patterns’ on 
the screen, you will see two radio buttons appear at 
the bottom of the screen. This ‘Logical operation’ is 
asking if you wish this ‘Pattern’ to be activated 
against an ‘Action’ when all of the ‘Patterns’ on this 
screen are matched (‘AND’), or when at least one of 
the ‘Patterns’ is matched (‘OR’). 
 

 Shown left are three examples of ‘Patterns’. As 
you can see some of the ‘Patterns’ contain special 
characters. 
 

 When entering a word, phrase, email address, 
domain into the ‘Pattern’ text box, you need to enter 
special characters that will allow the Pilot to search 
for entries that are exact to what you have entered in 
this text box.  
 

 
 
 
The sub-sections listed below explain how to enter certain ‘Values’ into ‘Patterns’: 
 

 How to enter words and phrases             How to enter one specific email address 
 

 How to enter similar domains in one pattern        How to enter a general domain 
 

 
 

How to enter words and phrases: 
 

 To enter a phrase, just enter as you would see it on the email.  
 

 Entering a word is similar to entering phrases; however some words can be part of others 
e.g. sex in Es‘sex’. These words need to be entered with special characters, so the Pilot will 
read them as individual words and not as part as another word. 
 

Phrase: 
 

 Select the ‘Search the message body’ from the 
‘Pattern type’ drop down list.  
 

 Enter your phrase into the ‘Value’ text box. 
An example of a phrase is shown in the top 
‘Pattern’ of the screen left: 
 
Words: 
 

 Select the ‘Search the message body’ from the 
‘Pattern type’ drop down list.  
 

 In the ‘Value’ text box enter \bchosenword\b. 
This will allow the Pilot to see that this word has 
boundaries, and is not included in a larger word. 
An example of a word is shown left in the 
bottom ‘Pattern’. 
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How to enter one specific email address: 
 

 When entering an email address, you need to include a few special characters. 
 

 From the ‘Pattern type’ select: 
 

‘Mail from’: if you want mails coming from this 
address to be affected  
 

Or 
 

‘Recipient’ if you want mails going to this 
address to be affected.  
 

 ‘Value’: enter the specific email address that 
you wish to affect. However, you will need to 
add special characters into this email address as 
shown below: 
 

 ^bob\.jones@thedomain\.co\.uk$ 
or 
 ^bobj@thedomain\.com$ 
 

 
 Meanings of the special characters: 

 

^     anchors the beginning of the email address and shows there is nothing before it. 
                 

\      the backslash before the dot, allows the Pilot to recognise the dot as a dot and not any          
       other character 
 

$     anchors the end of the email address. Letting the Pilot know that there is nothing to match  
       after this point of the address. 
 
How to enter similar domains in one pattern: 

 
 
 

 If you wish to enter multiple domains such as: 
 

@hotmail.com, @hotmail.co.uk, @hotmail.net, 
@yahoo.com, @yahoo.co.uk, @yahoo.net, 
@freemail.com, @freemail.co.uk etc 
 

You can simplify these domains into one line as 
shown left on screen and in full below: 
 
@\(hotmail\|yahoo\|freemail\)\.\(com\|co\.uk\|net\)$ 
 
 
 

 The special characters of the above are explained below: 
 

\     the backslash before the dot, allows the Pilot to recognise the dot as a dot and not 
     any other character 
 

\( or \)     tells the Pilot not to look for the brackets in the real address 
 

\|              classes the information in-between ‘|’ as different alternatives. The backslash before  
                this tells the Pilot not to look for the ‘|’ in the real address 
  

$              anchors the end of the email address. Letting the Pilot know that there is nothing to  
                match after this point of the address 
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How to enter a general domain and match all users: 
 

 
 If you are trying to match a general domain 

i.e. ‘this.domain.com’ and ‘that.domain.com’ 
 

You can enter this as shown left and below: 
 

  domain\.com$  
or 
  domain\.co\.uk$ 
 

 If you want to match  
 

 any_user@domain.anything.blah  
 

You will need to enter something similar to the 
below: 
 

  @domain\..* 
 
 
 

 The special characters of the above are explained below: 
 

\       the backslash before the dot, allows the Pilot to recognise the dot as a dot and not any          
       other character 
 

$          anchors the end of the email address. Letting the Pilot know that there is nothing to  
            match after this point of the address 
 

.*         matches any number of characters 
 
 
 

 As well as entering patterns for email address, domains, words or phrases, you can enter 
‘Patterns’ for attachments types, size etc. 
 

 
For information on how to block or allow certain size emails/attachments or specific 
attachments please see Chapter 19 (i). 


